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Iepiinyn

H 11" XemtepuPpiov 2001, éxove eppavéc OTL Ol TPOUOKPATEG £YOVV TNV KAVOTNTO VO
YPNOLLUOTOCOVV U GUUBATIKE LEGO TPOKEWEVOVY VO, TPAY LATOTOICOLV TIG EMOECGELS TOVC.
H otpoamyin tov tpopokpatdv dpyloe va oAAGLEL Kol VO GTPEQPETOL TPOG OIKOVOUIKOVG
oTOYOVG, EVM TOLTOYPOVO OmOdElyTNKE OTL T oLVNON pHécO UETOQPOPAS UTOpOVV v
petapopembodv oe eovikd 6mia. ‘Enerto and v 11" Xentepfpiov 2001, £yovv avéndei o
avNovYyieg 6TO VOLTIAOKO TOUEN OGOV OPOPA OTNV TWHOVOTNTO TPOUOKPUTIKOV TPAEemv
EVAVTIOV TAOI®V Kol MUEVIKOV EYKATACTACEMV LLE T PN CLLOTOINGT TAOIOV MG OTA®Y GYESOV
He TOV 1010 TPOTO TOL T OEPOTAGVA yproomomnkay g 6mha. Yrmnp&av @ofor otL ot
TPOUOKPATEG etvarl TOUVO VO XPTGLLOTOGOVV TOKTIKEG TTOV YPNCULOTOIOVV Ol TEIPATEG OTN
BaA0coa TPOKEEVOL VO EKTOEEHGOVV eMLTUYNUEVEG eEMBETEIC 01N BdAacaa. TTapora avtd, To
VO TPAYLOTOTOWOEL Kamolog embéoelg oe Boldoolo mepiPdilov mapovoidlel ToALd
apofuata. I'a To Adyo avtd, ot KOpleg avnovyiec tov dueca evolonpepoueveyY, ETELTA,
oTpaPNKoV o€ (o Thav| TOKTIKT GUVEPYOCTH LETAED TEPATEING Kol TPOpoKpaTiog. 261000,
dev LIAPYEL KAVEVO OTOLXEIO TOV VO KOTOOEIKVVEL TNV VTOPEN UKG TETOWG CLMUAYING 1 TN
peAlovTiKny TG Vmapén, AOY® Tov yeEYovOTOg OTL VILAPYEL Lo AETTI] OLOYMPLGTIKY YPOLLLN
HeTa&D TOVG. TUVETMG, 01 TPOUOKPATES TpocTafovy va avafaduicovy Tic pebddovg Toug €101
MOGTE VO, TETHYOLV TOVE GTOYOVS TOVE EEMEPVDOVTOC TA ELITOSIO TOV BAAAGGI0L TEPPAAAOVTOC.
INa avtd 10 AdY0, Ol TPOUOKPATES TPOSUPUOLOVV TIG TAKTIKEC TOVG, TOV TPOTO AELTOLPYING
TOVG, AKOWO KoL TO, OTAIKG TOVG GUGTNUATO, KO EKUETOAAEDOVTOL TV €£QPTNON TOV EUTOPIO
KOl TOV EMKOWVOVIOV OTA NAEKTPOVIKE HEGH 0VTOC MOTE VO EKTANPDOCGOLY TIC TPOCSTAOEES
touG. [Ipocpata Kotayeypoppéves VTOBESEIS EMTLYNUEVOVY KUPEPVO-EMOEGEDV OTALTOVY TV
TANPN TPOCOYN TOL TOUEN TNG VOLTIMOG. XKOTOC TNG OWMAMUATIKNG gpyaciag eival va
avayvopioel To KOplo TPOPANIATO GTO VOLTIAMOKSO TOREN, VO TEPLYPAYEL TIG LEBOSOLG OV
YPTOUYLOTOLOVV 01 TPOUOKPATES Y10 TOVG GKOTOVE TOVG KOl VO, EKTEAEGEL L0 OVAALGT) KIVOUVOU
YOPTOYPAPOVTAC TO SUVOTA GEVAPLY, OMEIMDV OV APOPOVV KLPEPVO-EMOESES 0 TAOIO KO
KPIGUUEG VAV TIAOKEG VTTOSOUES.
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Abstract

September 11, 2001, made clear that terrorists thavability to use unconventional means for
their attacks. Terrorists’ strategy started shifttowards economic targets and proved that
ordinary means of transportation can be transfonmidethal weapons. Since September 11,
2001 worries have arisen within the maritime seatmwut the possibility for terrorist actions
against ships, and port facilities by terroristmgships as weapons approximately in the same
way as airplanes were used as weapons. There baveféars that the terrorists might make
use of piracy sea tactics to achieve successhadlatat sea. However, delivering attacks in the
maritime environment presents many problems. The marries for all the stakeholders then
shifted to a potential tactical nexus between piracd terrorism. Nevertheless, there is no
evidence that pirates and terrorists have a coltusi that they will because there exists a very
thin line between them. Consequently, terroriséstgying to advance their methods in order to
achieve their goals by overcoming these barrieterdfore, terrorists adjust their tactics,
modus operandi and sometimes even their weapormsgsand exploit the dependence of
commerce and communication on electronic means $o0 accomplish their efforts. Recent
recorded cases of successful cyber-attacks rethérsector’s full attention. The aim of this
dissertation is to identify the main problems ie tharitime sector, describe the methods that
terrorists use for their purposes and performkaaiglysis to map out potential threat scenarios
that involve cyber-attacks to ships and criticatitimae infrastructures.
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1. Introduction

1.1 Background of the Problem

The years before 2001, when someone was talkingtabaorism, referred to a rather traditionally
concept of terrorism and terrorist attacks. Methdile car bombs, hijack events and political
assassinations were the major terrorist formstathks until then. After 2001, new threats and sdesa
came to the surface since items such as airplara@ss or vessels could easily be turned againsttcies
and people, as new, unrealized forms of terrottatcks (Nincic, 2005, pp. 619-620). The atrociolis 1
September attacks in New York and Washington, tbigevernments around the world to reconsider
their vulnerabilities against terrorism and esp@ciagainst these terrorist groups ready to saifi
thousands of innocent lives in order to reach the#ls. At first, and given the particular featunéthese

air strikes, the initial attention was on the earnsport system and its vulnerabilities. Afterwaidce the
maritime environment presents a unique opportuiatysuch kind of attacks, the focus turned to the
vulnerabilities of the maritime domain (Raymond0&0p. 239).

Immediately after 11 September’s attacks, in respdio these catastrophic events, the international
community identified the necessity of protecting tiharitime transport sector against terrorism. IMO
(International Maritime Organization) developed nenwgquirements, after consultations with
governments, government agencies, local adminmtiitand shipping and port industri€n 1 July
2004 a new maritime security regulatory regime adspted into the International Convention for the
Safety of Life at Sea (SOLAS), 1974, as amendedudtiing the International Ship and Port Facility
Security (ISPS) Code. The ISPS Code included @etaécurity requisites for port authorities, shigpi
organizations and governments, and meticulousuicistns about how to meet these requisites (IMO,
2016).

Obviously, since the 11 September attacks the gedas become tighter. Terrorists’ operationaldfie
on land has been limited, which in turn has madentfaritime sector more attractive for high profile
attacks. Indeed, terrorists are able to recogmiedrhportance of the maritime domain and to diagnos
the vulnerabilities of maritime infrastructure whién conjunction with the fact that the maritime
environment is a large unregulated area make thi#gima domain an appealing target. In addition, the
11 September attacks indicated that ordinary me&atransportation can be turned into lethal weapons
of terror (Raymond, 2006, p. 241). That is why manglysts examine the possibility of a major tésrar
event taking place at sea.

Due to the fact that maritime terrorism, as oppotedther violent illegal activities in the marine
environment, has emerged recently and it concarlystbe states in which it originates because wf ci
wars or wars of succession, the international nemalmunity is still roughly unfamiliar with this riéat
(Raymond, 2006, p. 240).

According to the RAND Corporation’s Terrorism Chodogy Database and the RAND-MIPT Terrorism
Incident Database, over the last three decade#immaterrorism attacks has hardly surpassed 2%8l of



international terrorist events (Chalk, 2006, p.. Hgwever, some crucial maritime episodes havededu
attention on terrorists’ maritime capabilities ammdwhat they can achieve at sea. Such major assaslt
for example al-Qaeda’s attacks on US8le warship in Aden harbor in 2000, on the oil tankéy
Limburg off Yemen in 2002 and the bombing of th8uperFerry 14 passenger ferry in Manila by
Philippine Islamist separatists in 2004. The conseges of this kind of assaults can be very sereuen
if the probability to occur remains quite low (Mip 2007, p 7).

Furthermore, in those places where piracy is pestatieliberate or unwitting cooperation betweeaqyi

and terrorism can camouflage the preparationsfoott assaults to look like ordinary piracy incitkerin

this context terrorists might be able to underntireworld’s seaborne trade in energy, raw mateaiats
manufactured goods (Murphy, 2007, p. 7). Takingaat of all the above, of the proliferation of neest
technology and nuclear-WMD weapons and in combanatiith the terrorists’ ability to move without
restrictions at sea, establish an enormous thmanh@ the interconnected industrial economies. The
following quote from a jihadist website along witlinat was said above making it essential to develop
and maintain response strategidsbecomes necessary to develop the battle todeclibe sea, and as
the Mujahidin have managed to form martyr brigadaghe ground, the sea remains the next strategic
step toward ruling the world and restoring the Isia Caliphat&. (Agnihotri, 2012, p. 19)

On the one hand, governments have taken counteunaesa® discover and eradicate terrorist groups and
additionally have designed adequate defenses andtyebarriers to prevent attacks. On the otherdha
terrorists try to continually advance their methad®rder to survive and succeed by overcoming the
governmental defenses and barriers. Thereforg dititical for the terrorists to be one step ahefithe
counterterrorism, adjust their tactics, modus op#ireand sometimes even their weapon systems
(Hoffman, 1998). Is more than certain that therellde some sophisticated terrorist groups whidh wi
find a way to accomplish their efforts.

Given the above, the erosion of the conventionahfof terrorism is imminent. The new generation of
terrorists cannot absorb the methods and the assalhiques as it has been known, into trainimgpsa
Virtual attacks, involving anonymous cyber assaalts becoming increasingly appealing, especially
nowadays as our society becomes more and more diemtean electronic means of commerce and
communication (Hoffman, 2002, p. 313).

We have now moved into the Information Age whick beought huge benefits but also has introduced
new problems, such as our dependence on compstensythat raises the threat of being hacked (Hanse
& Rahman, 2014, p. 2). As technology continuesdwetbp, maritime activity started to increasingly
relies on information technology (IT) and ICT systg taking solutions that offer high functionality
order to optimize maritime operations. From navagato propulsion and from freight management to
traffic control communications, information techogy (IT), operational technology (OT) and ICT
systems are increasingly used to enable esserdidime operations by being networked together and
more frequently being connected to the worldwidé WENISA, 2011, pp. 1-3).

The maritime domain is not impervious to the cajyami modern digital communications and computing
to be disruptive (Fitton, Prince, Lacy, & Germo615, p. 1). Many services supported by ICT systems
(databases or systems hosting sensitive informjticay be affected by the vulnerabilities creatgthie
security gaps in these systems while increasingofisgew, advanced communications technologies
increases the threat level. Both cargo tracking igedtification are increasingly exposed to cyber-
security incidents resulting from cyber-attacks systems failures (XL Group, 2013, pp. 5-6).
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Furthermore, the sustainable use of the interneg®the major risk of unauthorized access or nwlg
attacks to ships’ systems and networks. Not to imemisks also occur from personnel having access t
the systems onboard (installing malware via remimvalnedia etc.) (BIMCO, CLIA, ICS,
INTERCARGO, & INTERTANKO, 2016, p. 1).

Inadequate cyber-security is rather a new thrempeoed with traditional risks. Notwithstanding, eyb
threats are considering to be a huge subject #osliipping industry as concern as the future, dinse
not improbable that a cyber-attack could resultaimdisaster. In 2011 the European Network and
Information Security Agency (ENISA) released a mepided “Analysis of Cyber Security Aspects ireth
Maritime Sector”, realized that “the awareness wipec-security needs and challenges in the maritime
sector is currently low to non-existent” (p. 1) liittle if any improvement made since then. Mani
environment is considered vulnerable to cyber-atand the cyber-threats from hackers are inteuaksifi
as crews becoming smaller, vessels becoming langérlarger and more dependable on automation
(Allianz, 2015, p. 30).

Consequently, cyber-security in the maritime induist a major issue, due to a lack of security @wass

or accountability. In order to gain the advantagfesiodern technology those operating in the maetim
sector must also become aware and cultivate sieatég handle the unavoidable security subjects tha
modern computing systems bring with them (Fittainde, Lacy, & Germond, 2015, pp. 1-3). With the
potential for sensitive customer data leaks videsys like ECDIS, AIS, RFID and GPS, it is important
that security procedures and processes are awaiabthat operators know how to identify a possible
security threat or have been skilled to respondwveheyber-attack is in process (ESC, 2015, p. &ated
personnel should have training in distinguishirgtifpical modus operandi of cyber-attacks too (B C
CLIA, ICS, INTERCARGO, & INTERTANKO, 2016, p. 1).€tent cyber-risk incidents such as in 2011
when drug smugglers gained remote access to Poknuoferp’s terminal systems, in 2012 when a
criminal syndicate penetrated cargo systems opkbgtédustralian Customs and Border Protection or in
2013 when the World Fuel Services fell victim toamine bunkering scam with estimated loss almost
$18m, demonstrate a clear frame of action. Thegbexfors active in the maritime domain and in
particular maritime pirates, are mostly interestedinancial gain, attending to gain access andaext
financial profit from their targets (ESC, 2015,5). However, maritime terrorism refers to “any giéé

act directed against ships, their passengers, @arg@w, or against sea ports with the intenticfadly

or indirectly influencing a government of groupindlividuals” (Menefee, 1986). Therefore, accessing
and extracting sensitive information or intellet¢fpr@perty can also help pirates or terrorist ggowhose
incentive is to use the sector to benefit fronTihwus it is imperative the need for these risksacarefully
assessed, measured and analyzed (ESC, 2015).

1.2 Scope and Significance of the Study

This study seeks to investigate the extent of ltiheat posed by maritime terrorism either to vesaets
shipping or to commercial and passengers’ poresen rigs. After we discuss about maritime terroris
and the distinction that exists between piracymadtime terrorism, we shall focus, in particulan, the
threat from the terrorist groups that use cybenerdbilities of the maritime sector in order toiagk

5



their goals. It tries to identify the inherent waekses present in the maritime transport industry
concerning cyber security and assess terroristraydles and the potential use of terrorist cybeedts

in the maritime sector. This will help us achievihdiistic view of key cyber-security challengestlie
maritime domain, including the main ICT risks. (S®ut Maritime Piracy in Appendix A)

There is a huge gap in maritime cyber-securitytfier following reasons. At first, there are quiteea
verified incidents-attacks that have taken placasdSecondly, as maritime cyber-security awargimnes
at present time low, to non-existent and due tchtge ICT complexity, it is primary challenge toseme
sufficient maritime cyber-security. Also, it is act that all the current maritime regulations anticjes
do not consider cyber-security aspects of secanty safety but only physical aspects of them, ereth
iS no regulatory pressure to report cyber-incidgatsMoreover, the professionals in the maritimméin
are not sufficiently aware of potential damage froyher-threats.

Most of cyber-experts are not totally understanditinge cyber-threats because they have little
experience in maritime domain as most of them atesrperts at all as concern as maritime, henge the
need to deduce from their experience in other desnand there is a need to learn by engaging with
maritime professionals.

This study will be the first of its kind in Greeaes a risk-based approach and an assessment tifreari
specific terrorist cyber-risks while simultaneousiyl identify the potential use of terrorist cybtareats

in the maritime sector as well as of all criticasats within this sector. This might help in theafa both
states and maritime companies to undertake targeéedime sector awareness, raising campaigns and
cyber-security training of shipping companies, @uthorities, national cyber-security offices, etc.

1.3 Method and Limitations of the Study

In order to conduct this research, we used a @igkt approach which means that we gathered data in
order to identify reasons, tendencies and deeptvesoSecondary data collected by current biblipgy

are used for a “sense making” analysis or undeaigtgna phenomenon, rather than predicting or
explaining. A creative and investigative mindsetégded for qualitative analysis, based on anathic
enlightened and participant-in-context attitudel aset of analytic strategies. At the end a risknework

for analysis was used to analyze the individuadats and risks from terrorist groups. Risk analgars

be divided in two key components, risk assessnaamt,risk management. Kaplan and Garrick (1981),
posed three fundamental questions that constitateisk assessment process. The first was “What can
go wrong?”, the second was “What is the likelihdoald the last one “What are the consequences?”. To
answer these questions, we have chosen a part &isk Filtering, Ranking, and Management method
(RFRM) developed by Haimes, Kaplan, and Lamber®2}0

Unfortunately, the maritime theater characterizgpacity and the transparency is quite low. Many
cyber events in the maritime industry had remainsgetected or under-reported and also businessis th
have potentially fallen victim to cyber-attacks didt want to reveal them in public as companies may
fear appearing to have allowed confidential infatiorato be compromised. All the above in combinatio



with the fact that the writer is not an expert asaern as maritime domain introduce some limitatitn
the current study.



2 Maritime Terrorism

This chapter evaluates the potential threats oftimmer terrorism. We begin by giving some definitson
about maritime terrorism, citing a series of may@ritime terrorist events, discussing the signifamof

the after 9/11 era for maritime terrorism andrigtthe potential methods and different uses oféssels

as weapons for the terrorist groups. We then braefhlyzing the factors underscoring the currentem

and the reasons that might motivate terrorists nidettake operations in a marine environment.
Afterwards, we examine the main problems experigyeterrorist organizations that have operated at
sea and conclude why cyber threats constitute arnsaurce of concern about the future of maritime
terrorism. Finally, we discuss the link that cortsggracy and maritime terrorism and also the wigsitbn
between them.

2.1 Definitions

In a comparison with piracy and other violent dtig, maritime terrorism is a more recent and
contemporary phenomenon (Raymond, 2006, p. 240¢cent decades, was observed a rapid increase in
acts of terrorism on land. It seems certain they thiould eventually be extended to the maritimatiie
Maritime terrorism has emerged as a horrifyingdhme the world, with a target group that incluthesh
civilian and naval vessels (Hong & Ng, 2010, p.Bgnce, the intelligence analysts, law enforcement
officials, and policymakers progressively have @ased their concerns in recent years about pagsibil

of terrorist actors undertaking attacks in the timad domain (Greenberg, Chalk, Willis, Khilko, & tor,
2006, p. 9). However, there is an objective diffigto define precisely maritime terrorism, and evhe
United Nations has not been able to provide thermaitional community with an acceptable and binding
definition for terrorism (Nelson, 2012, p. 16).

The US Department of Defence defines terrorismuagaivful use or threatened use or force of violence
against people or property to coerce or intimidgageernments or societies, often to achieve poljtica

religious or ideological objectives* (US DepartmeifitDefence, 2010), while Ranstorp and Wilkinson

describe terrorism as

... the systematic use of coercive intimidation liguthough not exclusively, to service
political ends. It is used to create and explalimate of fear among a wider group than
the immediate victims of the violence, often to lpzibe a cause, as well as to coerce a
target into acceding to terrorist aims (Ranstor/8kinson, 2005, p. 1).

Maritime terrorism is nothing else but terrorisnattieventuates at sea, on inland water as lakealsgan
rivers, watercourses, inlets, and bays, or agaiases that are in contact with water such as f@orts
coastal infrastructure (Murphy, 2008, p.185) Tha sevironment in just one of the many areas where
terrorists undertake their attacks.



Herbert-Burns in an attempt to define maritimedesm characterizes it as “the deliberate creadiod
exploitation of fear through violence or the threwiolence in the pursuit of political change,tire
maritime domain” (Herbert-Burns, 2004, p. 31).

As was said above the international community haisagreed to adopt an international definition.
Utilizing Articles 3 and 4 of the 1988 Conventiar the Suppression of Unlawful Acts against thee§af
of Maritime Navigation (SUA), some legal scholaevd made an attempt for an international definition
According to their definition maritime terrorismasy attempt or threat to seize control of a skifobce;

to damage or destroy a ship or its cargo; to inqurkill a person on board a ship; or to endangemy
way the safe navigation of a ship that moves froentérritorial waters of one State into those afthar
State or into international waters (Joubert, 2@13,13).

The Council for Security Cooperation in the AsiaiRa (CSCAP) Working Group, in February 2002,
offered an extensive definition for the types o#etg that comprise maritime terrorism, as follows:

the undertaking of terrorist acts and activitiswithin the maritime environment, (2)
using or against vessels or fixed platforms ateda port, or against any one of their
passengers or personnel, (3) against coastaltieibr settlements, including tourist
resorts, port areas and port towns or cities (CSQAPR1, p. 15).

Despite the broadness of this definition, the rmadtenvironment has not historically been a major
domain of terrorist activity. According to the RANI2rrorism Database, over the last 30 years, seabor
strikes have constituted only 2% of all internagibmaritime episodes. This definition does notifar
what exactly terrorism is, or what precisely tygararitime attacks does include, but under it there
plenty of room for many forms of potential attaclkesarios.

For many years, it was common for many nationahearities to characterize terrorist events in the
maritime environment as piracy, even though thess do not fulfill fundamental criteria to be
characterized as that. The real reason behindvidmsthat until then there was no specific inteorsl
rule to handle terrorist attacks. So, in orderunigh the attackers, they treated every episodecase of
piracy (Jesus, 2003, p. 387). Untill 1990, maritimeorism has not yet been an international prable
although piracy and armed robberies against sfipat explains partially, the absence of accurate
international rules on terrorism. Therefore, mardi terrorism had not been the object of a well-
established set of international rules, nor hagén a long-lasting and binding practice (RonZi&Q0).
The internationally community decided to set sopexsic rules, appropriate for terrorism at seeqtigh

the adoption of the 1988 SUA Convention, only aftex serious terrorism incident, in 1985, to the
passenger linekchille Laura The SUA 1988 is the first international legal instrurhen a specific legal
regime covering sea terrorist acts (Hong & Ng, 2Qi@t).

2.2 Major Events

The most prominent incident that for the vast mgjdirst brought in the front maritime terrorismas
the hijack of the cruise ship, tiehille Lauroby Palestinian terrorists, in the Mediterraneah985 and
in particular in Egyptian territorial waters. Tengts took over the ship and held hostages the arsv
passengers. They demanded the freedom of a gro®alestinian prisoners from Israel or else they



threatened with death the hostages. One hostagsheasnd thrown into the sea. Terrorists secured a
deal with Egypt in order to surrender the ship.oligh US military intervention, which was not patidy

the deal the terrorists were captured by forcilgabmmercial jetliner carrying the hijackers todan

Italy (Bohn, 2004, pp. 1-20).

The next maritime terrorist attack that attractaccmattention and publicity happened 15 years #feer
Achille Lauro, in October 2000 and it was a suicttack on the USS Cole in Aden harbour, by al-Qaed
operatives, killing 17 people, another 39 wererigguand nearly succeeded in sinking the warshim Tw
terrorists using a small dinghy full of explosiv@gnetrated the security of one of the most advnce
warships in the world and came into direct contwitlh the American navy destroyer. Only two years
later a French owned crude oil tanker called Miviburgwas hit by a small craft, in a similar way by al-
Qaeda (Chalk, 2002, p. 10; Benjamin & Simon, 2@0323-324).

Another high-profile terrorist attack and the déastlone was against a Philippine ferry, $uperFerry

14, in February 2004 which suffered a bombing atiaelt a huge explosion which in turn killed more
than 100 people (63 immediately, 717 jumped intosia and among them 53 died) (Raymond, 2006, p.
240; Murphy, 2007, p. 46).

Appendix B catalogs some of the higher-profile gnblicized maritime terrorist incidents from 1961 t
2004, while Image 1 shows the global concentradiush intensity of terrorist attacks from 1970 to 201
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Figure 1 Concentration and Intensity of Terrorist Attacks, 1970-2015 (Source: Global Terrorist Database)
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2.3 The Significance of 11 September for Maritime Taam

In the aftermath of September 11, 2001 the wopéixeption of terrorism has changed significantigt a
new facts came to light. The enormous simultansoisde attacks on the Twin Towers, the Pentagon
and a field in rural Pennsylvania was without pderd. Significant characteristics of the attackhsas

its sheer scale, its ambitious scope and dimengsitnisnpressive coordination and synchronizatiah b
also undeviating dedication and determination eftdrrorists who voluntarily offered themselvedé&
killed, overshadow anything previously seen indgsm (Hoffman, 2002, p.1-2; Raymond, 2006, p.241).

The terrorist attacks against the US demonstrdtedthe internationally community is liable to bgein
attacked since terrorism is not limited just to @pecific region of the world. The use of commédrcia
airliners as their weapon of choice for high impaatastrophic strikes, in order to deliver thesmdhrities
made clear that terrorists have the ability to useonventional means to take advantage of potential
weakness in a state’s security (Nelson, 2012, p. Pe attacks revealed the potential fragilityttod
transportation systems, which could possibly |esaltbreakdown of the global trade system (Ng & Guja
2008), made clear that terrorists’ strategy stattedlter towards economic targets and proved that
ordinary means of transportation can be transforimiediethal weapons (Raymond, 2006, p. 241). The
maritime realm is one area that rises serious condsecause its ungoverned, its ports and fasilaie
difficult to secure and is to a high degree opeattacks (Murphy, 2008, p.198). The advent of Separ

11, 2001 rose worries within the maritime domainagrning the possibility for terrorist actions agsi
ships, port facilities by using ships as weapons@pmately in the same way that airplanes werel use
as weapons (Hong & Ng, 2010, p. 1). Undoubtedlyotests successfully attacked the US when only two
men using a small craft placed a shape chargestighehull of the USS Cole while refueling at anYe

port, and succeed to kill 17 US service membersigndng 39 more (Murphy, 2008, 196).

2.4 Weapons and Tools

Even though September 11 grew our concerns, uotil terrorists have ignored to exploit maritime
targets. That should not be surprising considetivaj many terrorist organizations have neither been
located near to coastal regions nor acquired trenmneeeded to extend their physical reach beyaid th
territory. Even for those that did have a geograghmoximity, there are several issues associatéta wi
executing sea strikes that have worked to offsehesof the tactical advantages of the maritime
environment (Greenberg, Chalk, Willis, Khilko, & #2r 2006, p. 10).

Most people have in mind that ships can be attaekg@/here they sail. But most terrorists do notehav
the appropriate capabilities and are, thereforkikely to proceed to attacks on ships a long disteinom

the shore (Murphy, 2007, p.50). Terrorists who @ening at sea are obligated to have mariner skills,
access to appropriate assault and transport vehtble ability to carry out and sustain operativos a
waterborne environment, and familiarity with cemtapecific abilities. Due to the fact that terrtgibave
limited resources, such options excluded from bawwgjlable to most groups (Greenberg, Chalk, Willis
Khilko, & Ortiz, 2006, p. 10). Obviously, not matgrrorists have both the tendency and the capiabilit
to attack at sea because delivering such attagisnds on a certain degree of familiarity with tea s
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(Herbert - Burns, Bateman, & Lehr, 2009, p. 55)thivi this limitation, however, there are a numbker o
ways in which attacks may be launched:

Small boats Small rigid-hulled recreational craft or inflatatboat, which are inexpensive, difficult to
detect, highly maneuverable and often very fastawr accelerate rapidly. They form the most serious
maritime terrorist threat because of the fact #ratusually the equivalent of a car bomb or aresdrm
with waterborne improvised explosive devices (IE[@)alk, 2006, p.28; Murphy, 2007, p.50-51).

Naval mines They can be placed quickly and secretly in lsageounts but at the same time are time
consuming and expensive to remove. They are urgadile and highly effective and can evoke extensive
damages and perhaps if they be planted in a busythpy potentially imposing substantial costs. In
addition, they could be supplement or alternativé&Ds and the upgrade of old and cheap mines can
make them more effective, even enable them totsgpecific ship profiles (Truver, 2007; Murphy, 200
p.52).

Divers and “human torpedoesTerrorist use of divers first came to public atten by reports of revealed
plans of terrorist groups. These reports were vany and not reliable with most analysts havingodeu
or reservations about their extent. Some terrgristips that initially use divers offensively failedcause

at the beginning they used normal open-circuitrdjvequipment and air bubbles gave them away.
Therefore, they supplied their weaponry with “redther” kits that enabled divers to breathe using
recirculated air (Apps, 2006). In addition, tersbrgroups invested in acquiring swimmer delivery
vehicles, small semi-submersible craft for guidiigers to their targets as “human-torpedoes” or
“suicide-scooters” (Murphy, 2006, p.9; Murphy, 2097/52-53).

SubmarinesA submarine introduce a greater threat in thepeesy of terrorists. More dangerous than a
diver, due to the fact that skilled attackers cperate over a long way from their base, more atewanad
with larger explosive cargo than a diver could eaaomplish, even if he had a swimmer delivery elehi
However, terrorist groups do not have neither tygabilities to operate a submarine nor the reseure
purchase one, unless they are state sponsored l{iju?907, p.53). Criminal gangs, usually drug-
smugglers, gave terrorist groups another optionuilging and operating simple submarines, confignin
that it is well within the abilities of non-statetars (Sinai, 2004, p. 53).

Missiles The general agreement until now has been thedrisr groups are not capable of buying,
maintaining and operating such weapons as misaildseven more, states would not allow them to use
such sophisticated weapon systems. But many atthaksvere identified as missile hits make thisiéss
controversial. While the consensus still broadlidhanany insist that terrorist groups have evenglur
many of what a state has (Murphy, 2007, p.54).

Other weaponryExcept the above means that are used by teg@ssiveapons, there are more weapons
that are relatively cheap, widely available ancdhdbdemand specific capabilities. Such weaponglgre
anti-tank guided weapons, (2) rocket-propelled gdes (RPGs), (3) heavy machine guns, (4) mortars,
(5) Katyusha-style rockets and (6) man-portable B@&fense Systems (MANPADS) (Murphy, 2007,
p.54-55).
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2.5 The Uses of Ships in Terrorism

If we see things from the terrorist operationalspective, these “impressive”, sheer scale, simatias
attacks are comparatively uncommon (Hoffman, 2@0204). These successful assaults on US, could
help us draw important elements, even though fisteomprefer far smaller scale operations and
conventional means of attack, and then relocatetfeatures to the maritime realm so as to sedln@w
might be reproduced at sea.

The terrorists involved in 11 September, exploitezlinherent characteristics of aircraft to turenthinto
controlled weapons without any form of modificatiddoth the Twin Towers and the Pentagon were
iconic symbols of US. In addition, the Twin Towexgre an economic target and when they were
destroyed, imposed a serious cost on US economsedwer, they were a mass casualty target.

Having in mind these elements, the possibilitigstéororism at sea can be decomposed into fourdbroa
categories: (1) ships as iconic targets, (2) sbffshiore installations as economic targets, (3pslais
mass-casualty targets and (4) ships-other vehédageapons (Murphy, 2007, p.55).

Ships as iconic targetsSpeaking about ships as iconic targets we me#gns shat are important and
symbolic to the state the attack is unleashed (MurR008, p.200). However, there are few if anyoar
ships these days that are so closely linked tata st to be representative of that state so aatthek on
them would be seen as an assault on the flag &atg naval warships and few cruise ships (for gxam
Queen Mary &AandQueen Victorigare yet iconic ambassadors of their state, arsti@ls are drawing the
attention of terrorists (Murphy, 2007, p.56).

Ships-offshore installations as economic targ8tsps that when assaulted may interrupt the aoano
activity of the target-state, such as oil tankerd ail rigs, characterized as economic targets (¥yr
2008, p.201-207). The overall target is oil, andkeas are vital element of oil industry’s critical
infrastructure. Additionally, the simultaneouslyaaks to several oil tankers when they passed gfiwrou
international straits, could block the straits #olong period of time and disrupt the oil marketvésal
ships sunk close together and not a small numbeshipis or only one). In order to achieve severe
repercussions, terrorists need to decrease thed'wail supply considerably, by devastating onenore
refinery, production facilities or oil and gas tenads. However, successful attacks on economietarg
could under specific conditions have serious comseges for the world economy, as a result of
international commerce system’s sensitivity towlions (Murphy, 2007, p.56-57).

Ships as mass-casualty targeigpotential mass-casualty target characterizedship that is transporting

a large number of passengers (Murphy, 2008, p.2@J-Mass-casualty target is a category of maritime
terrorism that a few people want to talk about,dsticcessful attack to such a ship and partiguftie
ship itself constituted a prestige target, couldesehe terrorists purposes very well. After theaast in

the Achille Laurq terrorist analysts have been waiting such arclaiba a cruise ship. Cruise ships are
well built and very hard to sink, butlamburgstyle attack could result serious humbers of daadi
injured passengers which would be an extremelgfyaig outcome for any terrorist group. Moreover,
cruise ships are an excellent opportunity for tésts to achieve a mass hostage-taking althougbutd

be more difficult to be accomplished than an atiackn aircraft, because the number of passengers a
crew are considerably larger than the number obtists (Murphy, 2007, p. 57-58).

Ships-other vehicles as weapomsrrorist groups may use a ship as a potentiapae and for example
may place explosives onboard and detonate it affsimore (Murphy, 2008, p.212-213). Furthermore, a
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ship can be used as a weapon by be driven intdgulities or another ship, probably one thatValatile
cargo (Murphy, 2008, p.230).

Donna Nincic claims that a ship can be used bo#maagent of proliferation and as a Weapon of Mass
Destruction (WMD). There are three broad ways iricihhis can take place: (1) terrorist merchant
shipping “fleets”, (2) the ship as an agent of pechtion, (3) and the ship as a WMD. Terroristups
have taken advantage of all these circumstanceseénhin the maritime domain. Some terrorist groups
operate limited levels of maritime capacity, thexere have used innocent ships in support of their
operations, and a lot of ships carrying Dangeroasitihe Cargoes (DMCs) have been hijacked (Nincic,
2005, pp. 622-623).

Ships of concerns: Terrorist shipping “flegtdMany terrorist groups possess and operate thein
merchant fleet while others exploit less creditatharterers and flags of countries under whichrthei
vessels can avoid financial charges or restriatagailations. In addition, a lot of terrorist groumsve
different levels of maritime expertise which areyiag from place to place. Even though we have
increased concerns about these varying maritiniis gkiere is poor evidence about any of thesetistr
networks if they are willing to develop the cap#ypito launch an iconic, remarkable and economycall
disruptive attack such as were engaged on Septetih@tincic, 2005, p. 623).

The ship as an agent of proliferatiollany terrorists exploit the knowledge of underidts illegal
activities and in particular of illicit maritime srggling which include narcotics, arms and even mgna
Hence, they make use of innocent merchant shipsrder to transport Chemical — Biological —
Radiological — Nuclear (CBRN) weapons and otheiowar materials. There exist great concerns that
maritime terrorists could take advantage of theokrhow” from seaborne smugglers that operate in
ocean “highways”.

Maritime domain is characterized by many technaalglevelopments that have taken place in order to
facilitate the global trade. These maritime ecomoafficiencies give unique opportunities to tersori
groups. For example, containerization has introduteige economic efficiencies because has
revolutionized the industry by allowing generalgmaof different sorts to be placed in a single bdence,
containerization has become very common in merchestels. Nevertheless, less than 1% of containers
worldwide are inspected (Richardson, 2004). Whiler¢ are nowadays some measures to increase
security and to guarantee that nothing has beesddtdhe container after the inspection and thérsg

such as tamper-proof security seals, yet theralnatys reliable examined (Broder, 2004). With thige
amount of containers in movement, travelling arotivedworld’s ports, and with so few if any physigal
examined, there exist a great opportunity for wste to smuggle weapons, people or even CBRN
ingredients, making the merchant vessel a potesgj@ht of proliferation (Nincic, 2005, p. 624).

The ship as WMDFirstly, a vessel from its own could transformieca WMD by hiding in the ship a
“dirty bomb” or explosive devices, which could caimt CBRN ingredients, and then to detonate them
when the target is close enough. Secondly, therdighly dangerous cargoes such as Liquefied Natura
Gas (LNG) or Liquefied Petroleum Gas (LPG) thatetonated could be as catastrophic as the assaults
on New York. They could also be hijacked for blaekinf terrorists do not want to explode them.

Talking about dangerous cargoes there are twordiftetypes of them. Traditional WMD (uranium,

anthrax, sarin, plutonium) or ordinary-everyday enigs like LPG, LNG, ammonium nitrate and so on
that are “dual-use”, having both civilian and WMPptéications (Nincic, 2005, p. 625). The ship as a
WMD weapon can be used with the following ways: ttig ship as a delivery system: a radiological
device in a shipping container; (2) dangerous mmagittargoes: changing our conception of WMD; (3)
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additional DMCs: ammonium nitrate and liquefiedrpktum gas; (4) risks to DMC vessels: hijacking
and suicide bombing; (5) sleeper agents and “endm¥dsliicide attacks; and (6) suicide boat attacks.

2.6 Factors that Contribute to Maritime Terrorism

Terrorist groups use the maritime environmentyarging extent. The most effective exploitatiortiod
sea from terrorists has been done due to operatienassity. For example, when they wanted to ptote
their supply lines or when they needed to landdsralongside. Those terrorists that failed to beed
kinds of imperatives have generally leaved behil tmaritime activities.

The primary motivator for pirates is opportunitytibar seaborne terrorists is necessity. But netessi
alone cannot ensure success to terrorist groupording to Martin Murphy (2007, p.46) seven major
factors contribute to the effective operation ofearorist group at sea: (1) legal and jurisdictiona
weakness, (2) geographical necessity, (3) inadegseturity, (4) secure base areas, (5) maritime
tradition, (6) charismatic and effective leadershipd (7) state support. Later on, Murphy (200859¢)
added another eighth factor, the promise of reward.

Murphy supports that the factors that contributéath piracy and maritime terrorism are considerabl
overlapping each other. These eight factors intevib each other and sometimes one predominats ov
the others depending on the circumstances, bof #ilem are usually present, even in different degr
when terrorists operating at sea.

Legal and jurisdictional weaknesSome states are giving coverage to terroristggday providing them
with convenient bases either on land or in thenitteial waters, for political convenience. Funthmre,
many states that are weak, have scarcity of pnoans to chase after terrorists or they lack mtitima
that is why their territorial waters consist a gguMoreover, due to the fact that terrorists Uesgsfof
convenience, from countries that provide them coaathorities of many states do not have rights to
inspect the vessels onboard. That permits, in al legnse, terrorist groups use vessels for tHegqall
activities.

Geographical necessit\lmost always, geography determines necessity.térrorist group operates in
a land region they do not need to use sea and qoaisty they will not invest in a maritime capatyili
as another terrorist group that operating in regiwhere the sea is strategically critical. Theeeraany
cases of terrorist groups, that geographical neégdsss enabled the creation of their maritime télpees

in order to substitute their vulnerabilities.

Inadequate securityinadequate security is a given for any insurgetocgucceed since state security
activity can have a huge effect on the insurgenesasy terror. Some terrorists are fighting with tocal
authorities for long periods and neither has bd®a @ overcome the other. Both can achieve loeal s
superiority to carry out specific operations. Whatbers terrorist groups let the state securitgdiaieve
almost complete control over the sea areas it deghas vital to its interests, reduced coastalnmgitb
negligible levels and imposed severe restrictiamsnsurgencies maritime logistical activity. Tersts
who need to move or relocate personnel and suppjiega, benefit from underinvestment in maritime
security by local authorities and poor internatleseturity cooperation between all the states.
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Secure base areaAll terrorist groups need secure base areas. fieans bases that terrorists can plan
their next moves, have their logistical supporteventhey can rest or can be trained. For thoserists
operating at sea the situation is more difficulcontrast with their counterparts who have lancebas
because people cannot leave for long periods arstdepend on the reliable operation of boatsitet

on it. If a state destroys the base of a terrgristp, this will seriously restrict the terroristearitime
options and will result on less effective maritiawdivity. However, an organization’s decisivendéscis
how it copes with the catastrophe of its base.

Maritime traditiont Because the sea is an alien environment, ifistrgroups want to operate outside a
port or a harbour in unsafe waters, then it is semg/ to have maritime capabilities and proper tinagi
training, otherwise they must be in a positionxpleit the maritime community for its skills andpgort.
Some terrorist groups acquire skills and capaddifrom their cooperation with smugglers while othe
enjoy close connections with seafaring traditione Becond emerges either because some groups draw
their members from indigenous families with oldfaeiag traditions that have wide knowledge of the
maritime environment, which give them plenty cafié$ to operate as maritime terrorists, or beeaus
some other groups enjoy a close nexus among smegghermen, militants and ordinary tradesmen,
who together establish a strong community, unitetids of blood relationships and caste. This gtean
relationship between terrorists and different kinfisnaritime community may indicates a chronic and
deep-rooted relationship between piracy and magitienrorism, in which terrorists that use terrar fo
political ends may also demonstrate piratical baivgurphy, 2007, p. 48-49).

Charismatic and effective leadershifs charismatic and effective leadership, whiclexercised with
unflinching determination can succeed in dealinthwimany obstacles. There are many terrorist groups
that they have no apparent affinity with the sed aperate inland, even in areas with desert and
mountains. These groups have no pressing to optragéa and launch attacks in a maritime envirohmen
because they lacked experience, capabilities amitima tradition upon which to draw. However, some
of them succeeded to mount effective maritime kftacich as al-Qaeda, due to the organizationatyabil
of their charismatic strategist, who was probaltile do exploit maritime experience from the maréim
environment for the practical expertise he neebledertheless, if such a leader be captured ordkille
absence will be a major damage and his replacewiémiot be easy (Murphy, 2007, p. 49-50).

State supporfTerrorist groups receive substantial assistaroea tiverse states via the provision of arms,
bases or both, or even by be provided with opezatizquipped with the capabilities and the proper
experience to discover unrecognized opportunitieb r@sources for them. State support can balance
presumed weakness or gaps in terrorists’ capalahity can enable a terrorist group to launch major
maritime operations which would not be able to utade without continuing external support (Murphy,
2007, p. 50).

Promise of rewardBoth terrorists and pirates operate at maritimgrenment with the ambition and the
promise of reward. Richardson (2007, p.75-80) ifiesttwo types of targets in terrorist activiti€3n

the one hand he recognizes long term objectiveshwtéin be comprehended through political change
and on the other hand he points out short termctigs such as taking revenge, wreaking disorder,
demanding concessions or strengthening internassoh. Terrorists can accomplish long term goals by
using the maritime domain only to support operation land, because revolutions and wars are not won
at the sea (Corbett, 1988, p. 16). Hence, the fouust be on lighten the secondary motivation tlaat c
be accomplished at sea. This focus is reinforcetidbpcceptance that terrorists’ long term goadéten

not able to be reached or unsatisfactorily definedyeneral, terrorism fails either because thécpol
guestion is unsufficiently clarified or becausedests’ political direction and terrorist applicat lacks
mutual understanding. Gray (1995-6, p.32) has asg it properly, “As for the political vision that
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should propel the entire process, it may lack prakctonnection to behaviour in the field (for exaen

in the case of of a united Ireland for the IRA)v&i the fact that most terrorists lack of expergeimcthe
maritime environment, this linkage is sigificantigak when it comes to maritime operations andighat
why not many terrorists operate succesfully tosth@ However, as Richardson (2007, p.80) claimg sho
term goals can be accomplished at sea and he daegthem in three groups, revenge, renown and
reaction.

Revenge can be found everywhere amongst terrqi@tsnshaw, 1981, p. 394). Terrorist have an
unspeakable need to make their victims experielidbeafeelings and the pain that they have fell an
have suffered symbolically, politically or econoumlicthrough killings or acts of humiliation. Renovsn
mainly about publicity but also for glory. Terrdeseek for the regard by their supporters or pgben
they are launcing a successful attack. The mored®pt the assault or the more symbolic the tathet,
greater the glory (Richardson L. , 2007, pp. 94-@&)last, reaction display that the enemy takesth
seriously. However, a maritime attack is unlikelyptovoke a great reaction as terrorists have littino
presence there.

Additionally, Peter Chalk (2008, p.21), believeattthe modest but yet highly discernible spikenndrist
incidents over the last years and the shift of $omo the maritime environment, have their origmfive
main factors. At first, many of the vulnerabilitigat led to a rise in the proportion of pirateaekss, like
slack port security, insufficient littoral superais, a large number of maritime targets and the émse
dependence of the world’s main chokepoints, algayap terrorism. The littoral states allocate the
existing resources to land based security measiwrésin terrorist groups can exploit the weakrezsd
the gaps that exist in the security of coastakstat order to move, hide and launch attacks iy tivat

is not possible on land.

Secondly, there is a huge expansion of commercialites in the maritime domain. Enterprises that
specializing in water-sports, scuba-diving, sailiegsons and marine equipment has provided tegoris
with the necessary maritime training to build sgenaritime capabilities and resources for operating
sea. It is common, members of terrorist groupsragestering in diving companies so as to facilitate
assaults against marine targets (Chalk, 2008, p.22)

Thirdly, terrorists can take advantage of the rradt environment to cause major economic
destabilization as alternate means. The globaltimaritrade is based on “just in time, just enough”.
Terrorists try to disrupt the whole base of thdsacture with the ultimate purpose to trigger enous
fiscal effects in particular if they achieve to ioge a restriction on a major commercial port. Nindess,

it is extremely difficult to achieve decisively digtions because on the one hand the major glaires p
are highly secure and expansive, and even if artstigroup could find a way to succeed, vessalddco
be fairly easily diverted to alternative terminads] the other hand, very few if any chokepoints are
actually nonsubstitutable. However, even if it @ possible a lasting disruption in the global exopg,
temporary, localized economic and fiscal damage oaayr (Chalk, 2008, p.22-25).

Fourthly, maritime terrorism constitutes a furthreeans of imposing mass casualties as a coercive
punishment on enemy audiences. Cruise ships arsemger ferries are especially vulnerable because
they cater to large numbers of people who are pedfin a single physical space and provide to the
extremists a high-prestige, iconic target to attcansiderable media attention (Chalk, 2008, p.@p-2

Finally, the containerization of the global mariéinrade offers terrorists a perfect coverage fer th
transportation of weapons and personnel in twacatirespects. At first, the maritime trading syste
want to keep costs low and turnover high. So tesportation system is designed to be as accessitile
flexible as possible and there are no strong metivesnact expansive security measures. Secohély, t
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highly complex nature of containerization, combineith the inadequate inspections, creates a great
amount of openings for terrorist infiltration (Cha2008, 26-29).

2.7 Obstacles to Success of Maritime Terrorism

It is crucial not to overestimate about the thrigatn maritime terrorism. While many may make
assessments and warn about the potential gravédmmeffects on global trade and the present danger
of maritime terrorism for developed economies, enpénting attacks in the maritime environment is an
option that presents so many problems that the ritajof terrorist groups probably would prefer an
equivalent act on land. Below, we will quote soméhe problems that were faced by terrorist groups
(Murphy, 2007, p.71).

Even the terrorists themselves recognize thatebalts of attacks that have been launched at thémma
realm, in term of publicity have been narrowed. Timisual demands of the sea environment make
assaults large enough for the media. Scenarioghikeinking of a passenger ferry or a cruise ship,
mass killing of citizens of developed states, thmbing of a warship, spectacular attacks on thbadlo
maritime transport system and the delivery of CBR&apons to a major port are more feasible on land
than at sea (Murphy, 2007, p.69).

In order to succeed in sea, terrorists must hdeaglast training in navigation, coastal pilotiagd other
maritime lessons, because they are not used s&etheeven if they have close connections with maeit
tradition. All their attacks must take account mamgritime details such as wind, sea state, underwat
obstacles and many other weather and water eleniBetkofski, 2005, p. 22). Difficulties in the
surveillance of the targets, little if any praatigiin their attacks patterns, no testing of thepeea in
combination with the unpredictable marine environtnare making maritime operations more difficult
than terrorist groups want. Maritime operations dedcomplex plans and sophisticated execution,
special knowledge and many marine skills in contiagerrorists who try to keep things just as davas
possible. There are so many targets in the mariémeronment which are so inadequate secured that
they are very attractive to terrorist groups (Sir28l04, p. 62). However, in general, these targegs
insufficiently accessible, if we take account o ttifficulties given above, and they are not witttieir
priorities (Murphy, 2007, p.69-70).

Speaking about ships as iconic targets, the metihduished maritime targets are warships which are
vulnerable to terrorists’ attacks but after theideat at US Cole, now all ships are taking security
measures to avoid such kinds of assaults and gaatieemore secure. Talking about mass casualties th
first thing that are coming to our mind are crusbgs and ferries. Cruise ships are implementingtlst
security measures to passengers, to their luggage te their own personnel. In addition, they have
designed their ships’ structure to resist in atcragh a small boat manned by a suicide bomberth@en
other hand, ferries do remain highly vulnerable (phy, 2007, p. 70).

Moreover, in theory is believed that large ships loa used as weapons against other large shipstsr p
but in reality something like that is very diffitiince there exist considerable obstacles. Taligetsil
and gas platforms, terminal and others fixed ecéndargets at sea have even more difficulties in
overcoming security mesaures and the proportiomggpthat a terrorist attack on installations likese
has not yet succeeded.
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There exists always the alternative of raiding ltardets form the sea, because on land there arg ma
fixed economic targets (pipelines, oil termina&fjneries etc.), mass casualties targets (shoppaits,
hotels etc) which are not properly secured andléawenforcement bodies have maritime capabilities.
Finally, an assault at the sea has not the sametef$ on land because of the surface of the aesthot

as static as land and simultaneously the movingasgats are more difficult to be accurate aimed.

The possible conflation and the tactical nexus betwpiracy and terrorism are the main worriestftes,
global organizations and major shipping interestsiad the world. The fear which exists is thatdast
groups by working together or by subcontractingroigisions to pirates, will finally manage to overeo

the operational constraints in the maritime enviment (Chalk, 2008). However, it is important to
distinguish between piracy and maritime terrorisrd any suggestion of possible nexus between them
should be viewed with caution. There is no evidahe¢they have a collusion or that they will (Miayp
2008, p. 387). There exists a very thin line betwpigacy and terrorism and there are certain factor
which are drawing this line (Panda, 2009) (Moreudlloe possible nexus but also the distinction betw
piracy and terrorism at Appendix A). Consequertbgcause of the fact that a possible nexus between
piracy and terrorism is not easy to occur and @tséime time there are so many obstacles that preven
terrorist groups from succeed in their operatio@gorists will try to continually advance their theds

in order to achieve their goals by overcoming theseiers. Therefore, it is critical for the teiigts to
adjust their tactics, modus operandi and sometawes their weapon systems. The terrorist grougs tha
would be more sophisticated, will exploit the depemmce on electronic means of commerce and
communication with virtual attacks, involving anongus cyber assaults so as to accomplish theitgffor
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3 Maritime Industry and Cyber Risks Analysis

3.1 Maritime Industry as a Critical Infrastructure

“Today, around 90% of world trade is carried by thiernational shipping industry. Without shipping
the import and export of goods on the scale necgssaustain the modern world would not be possibl
These words were spoken by Koji Sekimizu, IMO StryeGeneral addressing the IMO Council,
meeting for its 28th Extraordinary Session at IM@adquarters in London.

The maritime industry may be one of the oldesh&world and the maritime sector sustains society a
most of all the global economy through the contusydree flowing movement of people and vital goods
A sector as open and as frictionless as possibkreviffective processes have reduced inventory —
holding to a very minimum, hence the phrase “justugh — just in time” (Raymond, 2006, p. 239). The
urgency of the maritime sector for states and ecue®is clearly demonstrated by available data.

ENISA in its 2011 report noted that 52% of the goddhfficked in 2010 were carried by maritime
transport, compared to 45% a decade earlier. Tihartréurther noted that approximately “90% of EU
external trade and more than 43% of the interiaaleitake place via maritime routes.” 3 and 5% of EU
Gross Domestic Product (GDP) are contributed bysides and services belonging to the maritime
sector.

A terrorist attack that will disorganize the comiius flow of maritime goods would have a colossal
negative impact, from both an economic and secpegtgpective. This impact would be felt worldwide
but it would affect particularly EU and US. Accandito ENISA (2011, p. 3), “the three major European
seaports (i.e., Rotterdam, Hamburg and Antwerppaaed in 2010 for 8% of overall world traffic
volume, representing over 27.52 million TEUs.” bid#ion, these ports “carried in 2009 17.2% of the
international exports and 18% of the imports.” 8pods US is concerned, the GAO (2014, p. 4) noted
that, as an essential element of US’s criticabistiiucture, the maritime industry “operates appnately

360 commercial sea ports that handle more thant#llién in cargo annually.”

3.2 The Relationship Between Maritime Security and Cy®ecurity

The global economy is critically dependent uponitime movement of cargo and passengers (ENISA,
2011, p. 3). On the other hand, both private anégonent entities, as well as the aerospace amtsief
industry, banking and health insurance industries @specially the maritime industry have become
increasingly dependent on Information Communicatand Technology (ICT), network-centric
operations and wireless communication systemsyderao optimize their operations and to process,
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maintain and report essential information, as cdaempiechnology has advanced (GAO, 2012, p. 3). In
this digital information age e-enabled vesselsjoles, infrastructure, communication and management
systems are the norm. The critical element thaehabled the pace of contemporary globalizatighds
impact of digitalization in commerce and servid€Sl is used to enable essential maritime operations
from navigation to propulsion, from logistics tawerk operations and safety management, etc. Athou
the maritime sector illustrates the most imporgamnt of reference for the global economic develeptn
maritime cyber security has received only littlauify attention (Masala & Tsetsos, 2015, p. 11).SNI
(2011, p. 3) noted that “the awareness on cybarrggaeeds and challenges in the maritime sestor i
currently low to non-existent.” Future cyber theewadll be introduced by hackers, often many kiloenst
away from their targets, using their ability to eylattack any maritime infrastructure and vessey th
want with severe consequences for the maritimesesliianz Risk Barometer 2016 identifies a ladk o
robust cyber security, as a significant threat3(frposition) to future shipping safety (Allianz, 2016

3). The maritime domain is regarded as being irsingaexposed to a major attack. Crews becoming
smaller, ships becoming larger (image 2) and aldpirey dependence on automation all essentially
infuriate the risks from hackers disrupting keyteyss (Allianz, 2015, p. 30). Maritime trade is soadial,
considering the fact that global maritime trade #ictionless functionality of marine infrastrucas
illustrate a critical condition for global econonigven small disruptions would seriously restriet tlow

of goods and lead to unmeasurable proportions (M&adsetsos, 2015, p. 11).

Maritime security in general pays attention only“physical” aspects of security and safety. Classic
security risks and vulnerabilities emerge in relatio ships, economic assets, cargo, critical magit
infrastructures, people involved and trade flowsud gives priority to the prevention or the mitigatof

all kinds of accident from which may occur enviramtal pollution, ship collisions, vessel survivéil

etc. Given that, maritime security is representgdahti-piracy and anti-terror measures, maritime
surveillance, ports and other marine facilitieausig and avoidance of ship misuse. Both maritiaiety

and security depend on network-operated systends, dgber dependent technologies for navigation,
engineering, ballast, environmental control and ynatier purposes, while ports increasingly engage
digital logistic system like automated entry anctgoamanagement systems or autonomous cranes (Masala
& Tsetsos, 2015, pp. 11-13).

While these cyber systems introduce benefits, é&y create risk. Misuse, exploitation and everpm
failure of these systems may lead to injuries atlie damage the marine environment or disrupt vita
trade activity (Michel, Thomas, & Tucci, 2015, @p2). Cyber security concerns in particular these
technologies and processes which has been dedigipeotect computers, networks and data from cyber
criminals. However, cyber security becoming a grayihreat. A mixture of individuals and several
groups are using computer and networks vulnerggsilin order to damage maritime realm. Cyber tisreat
exist and sensitive maritime assets are prime ta(g& Group, 2013, pp. 1-2).
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Figure 2 50 Years of Container Ship Growth (Source: Allianz Global Corporate & Specialty)

3.3 Cyber Risk’s Characteristics

The Institute of Risk Management defines Cyber-asKthe risk of financial loss, disruption or dagea
to the reputation of an organization due to any ebfailure of its information technology systefns.

Cyber-risk is much different from conventional ntiane risk. Internet has made modern technologies
and sophisticated tools that were previously alslanly to major actors like nation states, awdddo
almost anyone and everywhere, because is very obieapmetimes total free, is spreading widely
throughout society and whoever use it do not needhnexperience or training (Nordell, 2015). Cyber
attackers there is no need to be physically closlesdir targets and they can load their attack® fabmost
anywhere, since technology permits assaults téyeasiss state and national borders and their tipasa
can be executed at high speed, without riskingrtheeés and simultaneously remain anonymous.
Furthermore, attackers may use multiple approattizsombine a variety of techniques, in orderito a
at individuals, businesses, critical infrastrucsuaed government agencies (GAO, 2012, p. 6). M@eov
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nation states or terrorist groups can now easilgtemon-state agents as proxies and cyber-meri@asnar
(Nordell, 2015).

In addition, cyber attackers have some crucial athges. At first, it is very difficult to detect wte the
attack is coming from and even more difficult tag# blame for. Given that, the attackers can easily
enjoy plausible deniability. Secondly, it is hambavery expensive for individuals, companies omeve
states to defend against these sophisticated attabkdly, the victims of these assaults wouldalisu
prefer to keep quiet, so cyber security is becormmoge challenging by the absence of any definitive
information about the attacks and the hackers mpgdved as a result. At last, attackers take full
advantage of their asymmetric strength and they a@meve great results even if they are small,
anonymous groups or individuals (Nordell, 2015).

3.4 Actors

It is very difficult for someone to understand addfend against cyber risk without the proper
understanding of the geopolitical and social dsvéyccording to BIMCO (2016, p. 3), there are many
motives both for individuals and organizationsdke advantage of cyber vulnerabilities. The follogvi
table distinguish actors with examples of the thpesed and the potential consequences, giving extr
attention to terrorists.

Table 1 Major Actors and their Motivation and Objectives (Based on BIMCO, 2016)

Group Motivation Objective
e  Destruction of data
e  Publication of sensitive data

Activists (including disgruntled e  Reputational damage

employees) e Disruption of operations e Media attention
e Selling stolen data
e Financial gain e Ransoming stolen data
Criminals e Commercial espionage e Ransoming system operability
e Industrial espionage e Arranging fraudulent

transportation of cargo
e Getting through cyber security
Opportunists e The challenge defenses
e Financial gain
e Gaining knowledge
e Disruption to economies and
States . critical national infrastructure
o e Espionage .
State sponsored organizations . . e Arranging fraudulent
. e Political gain .
Terrorists transportation of cargo
e Financial gain (for terrorist
purposes)
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All the above groups of actors are functioning &iagle the necessary skills and requisite resoucces t
threaten the safety and security of vessels andgany’s ability to conduct business. Additionathere

is always the possibility for individuals, usualyd users, inside the company or onboard a vessel t
compromise cyber systems and data unconsciously.

3.5 Categories and Techniques of a Cyber-Attack

Generally, the main two categories of cyber-attachich affect maritime domain are the following:

Targeted attacksn which the main and only target of the attaxkhie maritime company or a
ship’s system, and

Untargeted attacksn which there are many potential targets andragtbem may be a specific
maritime company or a ship’s system (BIMCO, CLIES, INTERCARGO, & INTERTANKO, 2016,

p. 4).

Terrorists actors use both categories in ordettézlaa potential target. Moreover, the actorsydifec-
attacks are using some types of techniques in eodearry out their attacks. BIMCO (2016) divides t
techniques into two groups according to where thedgng (targeted or untargeted attacks),

Table 2 Techniques of Cyber Attacks (Source: BIMCO, 2016)

Targeted Attacks Unargeted Attacks
Spear — Phishing Social Engineering
Deploying Botnets Phishing
Subverting the Supply Chain Water Holing
Ransomware
Scanning

while Rouzer (2015), identifies six main types gber-attacks, which are shown in diagram 2. (The
definitions of the categories and techniques arergin Appendix C.)
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Diagram 1 Techniques of Cyber-Attacks (Source: Rouzer, 2015)

3.6 Stages of a Cyber-Attack

According to BIMCO (2016, pp. 4-5), almost all cylatacks are conducted to successive stages and in
particular four stages. The duration of the cyltaek as a whole process depends on the counteunesas
applied by the company combined with those onba&dnigs and at the same time bounded by the
motivations and objectives of the attackers. The ftages of a cyber-attack are:

Surve
.y/ Breach
Reconnaissance

Diagram 2 Stages of a Cyber-Attack

Survey / ReconnaissascAcquisition of information through open/publmusces (social media, forums,
websites, publications, etc.) about the comparth@ship in order to prepare a cyber-attack.
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Delivery. Access to company’s or ship’s systems data rdgnbtam the internet and/or from within the
company or the ship.

Breach Depending on the extent of the vulnerabilitied #re method used, is the range of the gap that a
cyber-attack can achieve to a company or ship syste

Affect The affection of a cyber-attack on the compangtop system and data.

(The definitions of the stages are given in Apprri

3.7 Vulnerabilities

The proliferation of digital technologies and the enlargement and the complexity of ICT and data control
systems means that the risk in the maritime domain from cyber threats is growing every single day.
These technologies have become essential for the maritime sector and in some cases must comply with
the international standards. But while these cyber technologies provide important efficiency advantages
for the maritime domain, many new cyber-threats put in danger many critical maritime facilities like
vessels, oil rigs, ports etc. These cyber threats may arise from vulnerabilities resulting from inadequate
operation, integration, maintenance and design of these systems. Below, we will list the main
vulnerabilities of the systems, we will discuss some of them in the following paragraphs (Wildemann,
2015, pp. 1-2) and we will describe some actual incidents that have taken place in the past. The amount
of these incidents is unknown and underrepresented, for two major reasons. The first is that there is a
trend among the victims to keep such successful attacks secret and the second reason is that many
victims are unaware that they have been intruded (CyberKeel, 2014, p. 4).

Vulnerable systems could include, but are not limited to (BIMCO, CLIA, ICS, INTERCARGO, &
INTERTANKO, 2016, p. 7):

Bridge systems;

Cargo handling and management systems;

Propulsion and machinery management and power control systems;
Access control systems;

Passenger servicing and management systems;

Passenger facing public networks;

Administrative and crew welfare systems; and

Communication systems.

(More details are given in Appendix C)
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Figure 3 Potential Threats against Vessels and Ports by Cyber-Attacks (Source: Enge & Goge, 2016, p.19)

3.7.1 Ports/Harbors

Ports and cargo terminals are maybe the mostairfégecilities with a major role to internationahtte.
They facilitate the connection between producerd suppliers, distributors and clients, and playing
crucial role for the global economic developmentsithey constitute, at the same time, the entrande

the exit to the global market, intangible econoassets and priceless nerve centers in any supgly ch
(Masala & Tsetsos, 2015, p. 12). In the followilhgee images 4, 5 and 6, we can see examples of
technologies used in maritime port environmentajed), cargo operations then and now (Image 5) and
an attack surface overview of a contemporary pdtt its cyber systems which can be exploited (Image
6).

Port of Antwerp used for drug smuggling late 2013, Europol made public that the pétwerp had
been breached by a persistent cyber-attack thatlavseehed by a network of drug traffickers who
recruited hackers to assault IT systems in the gloAntwerp in Belgium. The cyber-attack had been
ongoing since June 2011 and allowed the hackenawe remote access to the terminal systems and to
secure data giving them the location and secugtgits of containers, in which consignments of drug
had been hidden. Then they dispatched their owredrito retrieve the containers, by means of false
papers and a hacked pin code, ahead of the schedoilection time. Furthermore, they deleted any
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information about the container’s existence after flact. This activity continued for almost two y&a
until they had been exposed. There were no majssempiences for the port or the companies involved.
The fact that criminals or terrorists use contaras a vehicle for the transportations of theiraiens

is more or less known. However, the method was Hurmg entirely new and exposed many critical
vulnerabilities and something that can be namédtaast shipping”. The potential many terrorist gosu
acquiring free access to ports, shipping lines systems that provides the ability to transport any
commodity anywhere, without anyone even knowirig ithere, is a scary scenario (CyberKeel, 2014, p.
5; CyberKeel, 2014, pp. 7-8; MARSH, 2014, pp. 2-3).

Bypassing Australian Customis 2012 it was uncovered a penetration to thgaaystems operated by
the Australian authorities, launched by crime sgathis. This intrusion to the systems permittedioaf

to have an inner sight about whether their shipporgainers were valued as suspicious by the atidsor
The repercussion was that when such a containeidgasfied as suspicious, were abandoned by the
criminals (CyberKeel, 2014, p. 8).

CyberKeel Container Carrier Penetration Test 2014, CyberKeel took a closer look at potdraydoer
vulnerabilities for the 50 largest container cagieThe tests were quite simple and by no means
comprehensive. These simple tests exposed thatt®f the 50 largest container carriers were vahker

to these relatively simple intrusion attacks (CWesl, 2014, p. 9).
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Figure 6 Attack Surface Overview of a Contemporary Port (Source: NCC Group)

3.7.2 Ships

Modern vessels base their operations on the prafiée of sophisticated technology or else theinticd
“brains” which are composed by highly automated aetivorked communications, operational and
navigational systems. These brains can actuallythrervessel without any help from human personnel.
However, they confront a major problem, that they extremely vulnerable to cyber-attacks through
radio frequency (RF) interference (intentional nintentional).

GPS spoofingin July 2013 University of Texas researchers destrated that it is possible to take control
of the navigational systems of a big, expensiveselesn order to change vessel’'s direction jushgisi
cheap electronic GPS “spoofer” built in $3,000 anthptop. By interfering with its GPS signal and
injecting their own radio signals into the vessdbPS antennas, they cause the onboard navigation
systems to falsely interpret vessel's position hedding and simultaneously enabled them to steer th
vessel and redirect the course. In addition, si§PS systems reported that the ship was movingdistea

to his original course (CyberKeel, 2014; Cowie, 201

Automatic Identification System (AiS)..researchers have discovered that flaws in th® Xessel
tracking system can allow attackers to hijack comications of existing vessels, create fake vessels,
trigger false SOS or collision alerts and even eremtly disable AIS tracking on any vessel” (Withoi
& Balduzzi, 2013).

The security gap is particularly worrisome becdtdees not require expensive equipment or impvessi
hacking capabilities to utilize it. The threat &t terrorist groups could exploit these vulneitiéd to
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lure vessels into changing its course, seize allmanications, cover up their ships with fake 1Dents
out false distress signals to lure vessels intastedc., which could lead to serious physical cqunsaces
and even the paralysis of maritime traffic in atjgaftar area (Masala & Tsetsos, 2015, pp. 16-17).

r‘ Foundaban Fﬂﬂ

Figure 7 Ships Then and Now (Source: Rouzer, 2015)
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Figure 8 Attack Surface Overview of a Contemporary Ship (Source: NCC Group)

3.7.3 Oil Rigs

Hacker caused a floating oil platform located bf toast of Africa to tilt to one side, forcing femnary

shutdown. The causes were able to be identifieguiajified staff only after a week (Rouzer, 20155
a hacked security system in an oil rig in the @GfilMexico managed to reduce the oil productionemz
for several weeks.

A coordinated attack in critical maritime infragttures could put companies out of business, linairt
availability of energy and resources, lead to potigiity losses or generate massive environmental
pollution and last but not least to endanger thesliof the personnel working on such platforms @as

& Tsetsos, 2015, p. 18).
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3.7.4 Satellites/Navigation

These satellites are designed particularly fomtiagitime sector in order to provide extensive cager

of world’s sea realm. Real time communication fessels, cargo surveillance, ship monitoring, voice,
video and data exchange are some of the commoregicluded. During 2013, a study was conducted
by a security company, which found that SATCOM tigwais have critical security issues and almost all
devices could be abused. All these vulnerabiliteasld give to the terrorists control of the ship’s
information, devices onboard, weather informatitm @/ulnerable Satellite Equipment in Appendix C).
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3.8 Risk Analysis

We performed a Risk Analysis in order to assesketred of risk associated with cyber maritime teiso.
We began by answering some questions suckviait can go wrong?and“What is the likelihood and
the consequences (impact)o answer these questions, we at first identitiedorist threat scenarios
which in turn were filtered and ranked, and, basedjualitative assessment, the probability and ahpa
of each scenario was determined.

3.8.1 Threat Scenario Identification

Identifying terrorist threat scenarios specifithie maritime domain was a two-step process:
(1) First, all key elements of the maritime domaigre identified

(2) Threats were identified, using evidence frdma literature, and creative speculation about
what could happen. Threat identification is, ate$sence, a fundamentally creative concept — thre mo
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scenarios identified, the greater the likelihoodt thlans will be in place to protect against thelest
range of potential threats.

3.8.2 Likelihood and Consequences: using a Probabilityp&ct Matrix

Since we identified as threats as possible, we tirganized them in a manner that allows for their
practical assessment. We created a simple matrisxder to present and compare terrorist threass in
simple schematic form, based on the probabilitarovent occurring and the impact of the event. The
following table is an example of the simple risktmawe used.

Table 3 Example of Risk Matrix

Probability
Impact 1 2 3 4 5
1 (1) @) 3 4 (5)
2 (2) (4) (6) (8) (10)
3 3) (6) ) (12) (15)
4 (4) (8) (12) (16) (20)
5 (5) (10) (15) (20) (25)

The numbers 1 through 5 that indicate Probabiliiy, from lower to higher:
(1) 0% to 20% (Lowest probability of occurring)
(2) 21% to 40% (Low probability of occurring)
(3) 41% to 60% (Medium probability of occurring)
(4) 61% to 80% (High probability of occurring)
(5) 81% to 100% (Highest probability of occurring)

Probability is a number from zero (the event willt mccur) to one hundred (the event will certainly
occur).

The numbers 1 through 5 that indicate Impact, ramflower to higher:
(1) Lowest level of negative impact
(2) Low level of negative impact

(3) Medium level of negative impact
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(4) High level of negative impact
(5) Highest level of negative impact
The number in parentheses in the middle of eadliscie risk value:
Risk Value = Probability x Impact

Items with higher risk values are considered thengy threats. Note that it is possible to have an
extremely destructive event (Impact = 5) but noigd risk value if the probability of this eventaaering

is very low (Probability = 1). So events with highpact or high probability can be less of a risktth
events with a lower impact and lower probability.

In our color coded table, the green cells represeents with the lowest risk value (RV), the bledsc
have low risk values, the yellow cells have moderatk values; the orange cells have higher riskes
and the red cell has the highest risk value. Tlamge and red cells, therefore, represent everttseof
most serious concern

We identified fourteen maritime threat scenaridsege scenarios are listed in Appendix C. We prepare
the scenarios for use in the Probability-Impactrmagassigning each scenario both a probabilitygal
(1-5) and an impact value (1-5). The assignmefioth the probability value and the impact value was
based on an assessment of similar events thatdeadred in the past, as well on educated hypothafses
what might happen in the future. Obviously, théatly assigned probabilities are subjective pralizds

and should be updated and refined by Bayesian i as additional information becomes available.

Our results are as follows in the following talitee(numbers in each cell refer to the number oftireat
scenario in Appendix D).

Table 4 Risk Matrix

Probability

Impact 1

38



For ease of use, the table is color-coded to hgghkvents of similar risk levels:
Green (Risk Values 1-5): Scenarios of lowest (#skcenarios)
Blue (Risk Values 6-10): Scenarios of low risks(@narios)
Yellow (Risk Values 11-15): Scenarios of moderigk (3 scenarios)
Orange (Risk Values 16-20): Scenarios of high (iskcenario)

Red (Risk Value 25): Scenarios of highest riskg@nariop

3.8.3 The Importance of Assessment and the Interpretafiétesults

The values of the probability (P) and impact (Bttve inserted, were performed in a subjective iag.
inserted numbers are considered as relative rasknagher than absolute values. For example, when a
scenario has a probability value of “three”, metret is more likely to occur than a scenario with a
probability value of “two” and less likely to occtiran one with a probability value of “four”. Tharse
applies to the impact values.

The list that we prepared, must be used as a biecat rank of the scenarios, in order to give fityan
planning, training and testing. All of them areises scenarios and must be confronted, but witbreer
from scenarios with higher probability and impaxcstenarios with lower probability and impact.
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4 Conclusions

Immediately after the 11 September 2001, the iat@ynally community understood that is liable tinige
attacked since the use of commercial airlinereastists’ weapon of choice, made clear that t&ster
have the ability to use unconventional means te gakvantage of potential weakness in a state’sigsecu
The attacks revealed the potential fragility of tremsportation systems, which could possibly lead
breakdown of the global trade system, made cledtérorists’ strategy started to alter towardseenic
targets and proved that ordinary means of tranapiont can be transformed into lethal weapons. The
maritime realm is one area that rises serious condsecause its ungoverned, its ports and fasilaie
difficult to secure and is to a high degree opeattacks. The advent of September 11, 2001 roseesor
within the maritime domain concerning the possipiior terrorist actions against ships, port fdig by
using ships as weapons approximately in the samgetved airplanes were used as weapons.

At first, there were expressed fears that the tistsowould made use of piracy sea tactics in otder
achieve successful attacks at sea. However, impitngeattacks in the maritime environment is an
option that presents so many problems that the ribajof terrorist groups probably would prefer an
equivalent act on land. The main worries for staggsbal organizations and major shipping interests
around the world then shifted to a potential cdidtaand the tactical nexus between piracy andtism.
The fear which exists is that terrorist groups lyrking together or by subcontracting out missians t
pirates, will finally manage to overcome the operal constraints in the maritime environment.
However, any suggestion of possible nexus betwieem tshould be viewed with caution. There is no
evidence that they have a collusion or that thdlyheicause there exists a very thin line betweeacyi
and terrorism. Consequently, because of the fat&tipossible nexus between piracy and terrorigratis
easy to occur and at the same time there are sp olistacles that prevent terrorist groups from eadc

in their operations, terrorists will try to contadly advance their methods in order to achiever thedls

by overcoming these barriers. Therefore, it isiaitfor the terrorists to adjust their tactics, due
operandi and sometimes even their weapon systems. t&rrorist groups that would be more
sophisticated, will exploit the dependence on etewt means of commerce and communication with
virtual attacks, involving anonymous cyber assadtas to accomplish their efforts.

Recent recorded cases of successful cyber-attagiksrts (the attacks in Antwerp), critical infragttures

(oil rig in the Gulf of Mexico) and single shipsRS spoofing attacks) require the domain’s fullrtte.

The obvious weaknesses of established maritimdictrahd communications systems offer great
opportunities for malicious actors and highlighegent vulnerabilities. Only a coordinated efforskgtes
and civil society decision makers can increasermat@gonal maritime safety and security standards by
imposing norms relating to cyber-conflict and asemsus as to how these norms should apply to addres
the looming threat of cyber-attacks to maritimedé&raand commerce. In the future, companies in the
maritime domain as well as states should estaplisbentative actions, countermeasures and procgdure
to protect critical infrastructure and ships. Tb#n only be achieved if an appropriate risk awagne
culture is promoted and cultivated to fit the speahallenges posed by cyberspace and the digital
information age.
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Appendix A

Maritime Piracy

This Appendix examines maritime piracy. We begingbying some definitions about maritime piracy,
citing a short history of maritime piracy througiea, analyzing the types of the contemporary pigacy
discussing some data of the contemporary piracytiéfe briefly analyzing the factors underscoring an
contribute to piracy, listing the dangers lurkingldinally evaluating the challenges of piracy.

A.1 Definitions

Piracy, generally speaking, is nothing else buitlagal act of attacking at sea. While Anderson9@»
defines piracy as “a subject of violent maritimegation in that it is not part of a declared or eiyd
recognized war”, Kenny (1936), a British jurist wingpired Anderson, talks about “any armed violence
at sea which is not a lawful act of war”. The Uditdations Convention on the Law of the Sea of 1982
(UNCLOS) gives a narrower and more circumscribefindimn which is used frequently by the
International Maritime Organization (IMO):

a. anyillegal acts of violence or detention, or aolya depredation, committed for private ends
by the crew or the passengers of a private shipmivate aircraft, and directed:

i. on the high seas, against another ship or airaafigainst persons or property on
board such ship or aircraft;

il. against a ship, aircraft, persons or property tage outside the jurisdiction of any
state;

b. any act of voluntary participation in the operatadra ship or of an aircraft with knowledge
of facts making it a pirate ship or aircraft.

In this dissertation the broader definition of IM& preferred. According to IMB “Piracy is an act of
boarding or attempting to board any ship with thpaaent intent to commit theft or any other crime a
with the apparent intent or capability to use foicdurtherance of that act” (International Marigm
Bureau).
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A.2 Short History of Piracy and the Types of Conpenary Piracy

Piracy in not the dazzling images and beautifiedies we watch in the movies and read in the books,
although containing a grain of truth in them. Tl&dry of piracy begins from ancient times baclkite
Phoenicians and ends today (Daxecker & Prins, 2p12-3). However, the increasingly favorable
conditions that allowed ships to travel on the teghs, without adequate safety measures, dranhatical
increased piracy incidents. Piracy became a luerdtusiness that progressively flourished, sometime
even with the blessing of the great powers ofithe (Nadelmann, 1990). Thus, became a useful weapon
in the hands of local leaders, in exchange foramesbf the spoils (Conybeare & Sandler, 1993).

Howarth (1991) argues that pirates were a plagdendnile the British was able to protect their traga
lanes, most countries were not. Seventeenth ahteeigth centuries were piracy’s zenith (Dear & Kemp
2005). But as a response to this increase, statethair political elites tried to delegitimize winality

on global seas and to eradicate piracy with th@ahpower (Ritchie, 1986; Rediker, 2004; De Neyers
2007). Piracy almost disappeared, especially aftesponsors close down safe ports (Nadelmann,;1990
Lehr, 2007) but in the late 80s started to riseragabday piracy is on the rise and constitutegaificant
threat because can impose civilian casualties,@uomharm and even an environmental disaster.

There are three main types of piracy according/®.IThe low-end, the medium-level and the high-end.
Talking about low-end piracy means attacks thalaitipg soft security measures at many ports and
taking place at harbors. These attacks which aaeacterized as low-level armed robbery, are hapgeni
usually next to land, by common maritime criminaio generally steal cash and valuable items, with
the use of small arms like knives, driving smagiiispeed vessels (Chalk, 2000; Chalk, 2008).

As concern medium-level attacks which are mediuailarmed robberies, these are a more serious type
of attacks which included looting and robbery apshserious injury or murder of the crew of theweked
vessels by violent thefts, gangs or organized satds who operate from a “mother ship” with the efse
contemporary arsenal (Chalk, 2000; Chalk, 2008).

Finally, the last type of piracy includes the coatply theft of vessels and then their conversicantather
type of ship for illegal trading. The high end typensists by major criminal assaults, by heavilpeuot
syndicates, well-resourced and thoroughly planimedpnjunction with land based operatives (Chalk,
2000; Chalk, 2008).

A.3 Contemporary Maritime Piracy

A total of 246 actual or attempted pirate incidenéye registered around the world in 2015, increéase
compared with 2014 as reported by the Internati@fember of Commerce’s International Maritime
Bureau (IMB) annual piracy report. According to AG€ Safety Shipping Review for 2016, which
focuses on key developments in maritime safetyaralyzes shipping losses (of over 100 gross tons)
during the 12 months prior to December 31, 201&,cntralization of pirate attacks remains great in
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Southeast Asia, particularly in the waters aroundts China, Indochina, Indonesia, Philippines and
Vietnam as a new hotspot, which accounted for al®0% of all global incidents occurred during 2015
(Images A.1-A.2).

Piracy 2015:
the year around the world

246 Rest of the World 1
attacks
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First
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S years.
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Butk Carrier Container Shos
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(hem(a! Tanker
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Source: Alang Global Corporate & Specaky Safety & Shipping Review 2016

Figure 11 Annual Piracy Report for 2015 by IMB (Source: Allianz Global Corporate & Specialty Safety & Shipping Review 2016)
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Figure 12 Total Losses by Region in AGCS’s Safety Shipping Review for 2016 (Source: Lloyd's List Intelligence Casualty
Statistics. Data Analysis & Graphic: Allianz Global Corporate & Specialty)

A.4 Factors that Contribute to Piracy, Dangers @hdllenges of Piracy

As reported by Lehr (2007) the reemergence of pinat¢he late 1980’s emanated from two incidents in
the broadest sense of the word. In the first plaeeend of the Cold War which marked by the enthef
support and the decrease of the political contfsuperpowers to inferior states. This in turn weyad
state’s ability for adequate maritime security. Sllaneously the globalization has brought a rapid
increase in international business and trade igodar through the sea routes.

Although Lehm only mentions two broader factorsalR{2008) argues that the inception of maritime
piracy nowadays occurs partly as a result of séaetors. At first the extensive increase in comriarc
maritime traffic and as a consequence the crowdadanes in combination with the large number of
ports globally, offer pirates a wide range of chednoptions. Second because of the nature of the
chokepoints where ships become vulnerable as #ayce their speed, increase the danger of an attack
Third, the Asian financial crisis transformed magople to pirates and constrained the fundingHer t
monitoring of many coastlines. Fourth, as a consege of 11 September the difficulties of maritime
surveillance grew substantially and furthermoreeased the funds for land based homeland survedllan
Fifth, low level coastal and port-side piraticaligity grew up as a result of soft security measufxth,
corruption in all levels even in high-level offitsecombined with failed states. And last but naistethe
development of new and sophisticated methods ateiattacks because of the global proliferation of
small arms.
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The dangers and the consequences of contemporacgy pas Chalk (2008) writes, are many and can be
analyzed in four levels which are basic, economdalitical and environmental. The direct threat of
innocent lives or the well-being of the citizendifferent countries constitute the basic level. Beity,

the enormous economic impact because of the rap&ateds, stolen cargos, delayed trips and energy
losses. High-level official’s corruption can sagiree legitimacy so piracy is playing a vital paddi role.
Finally, pirates can cause huge environmental tisé#for example destroy an oil tanker.

The huge extent of the surveillance area whichistmsf open waters, large coastlines and enormous
distances, and as a result the increased readti@nconstitute the main challenges for all the reffo
against piracy. Apart from the fact that the reasaivove prevent the efforts of the navies to apiestes

at sea, at the same time deficient legal systemmipthem to escape the trial. The solution inchitie
combined efforts of the shipping industry and nadlonavies apace with private security measures in
order to deter the pirates (Agnihotri, 2012).

A.5 Link Between Maritime Piracy and Maritime Tetigm

Piracy is a serious threat to global seafaringetriaslincidents all over the world are increaseghdSpe

to this rise, incidents of maritime terrorism hdoeen in the lowest point, over the past ten ydaus. to

the 9/11 attack in New York, as a more dramatinfoff terrorist assault, and the possibility of ause
between terrorism and piracy, reawakens the fedrath occupied mean, in this case a vessel, cauld b
used either as delivery platform for WMD, eitheraagieapon itself if it has a hazard cargo (Joubert,
2013).

The possible conflation and the tactical nexus betwpiracy and terrorism are the main worriestites,
global organizations and major shipping interestsiiad the world. The fear which exists is thatdest
groups by working together or by subcontractingroigsions to pirates, will finally manage to overe

the operational constraints in the maritime enwinent (Chalk, 2008). According to Murphy (2008) #her
are some people in the international community a$&ume that the two parties will cooperate so&s th
terrorists learn from pirates how to operate at gdale Brookes (2009) believes that piracy already
provides terrorists funding for ashore and landebaerrorist activities and at the same time tligesn
ongoing relationship between crime gangs and tistrgmoups (Tomberlin, 2009). In the contrary Mwph
(2008) and Chalk (2008) argue that there is no @upple and credible evidence of the postulated
convergence between maritime piracy and terrorish such a nexus remains questionable. The
possibility pirates and terrorists working togetlgetimited, as the main objectives of the two jeart
differ (Joubert, 2013). However, the implicatiorisoch a specter affect the international stabéitg it

is important to learn if terrorists have acquired knowledge and the operational “how to” from pyra
(Nelson, 2012). Additionally, Nelson (2012) suppdtiat there is an impeding danger, due to the fact
that is difficult to distinguish a piracy act froanterrorist attack, to identify by mistake a teisbassault

as a piracy incident.
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A.6 Distinction Between Maritime Piracy and Marigrierrorism

It is important to distinguish between piracy araritime terrorism and any suggestion of possibleiae
between them should be viewed with caution. Ther®ievidence that they have a collusion or thet th
will (Murphy, 2008, p. 387). There exists a verynthine between piracy and terrorism and there are
certain factors which are drawing this line (Pan2l209). The distinction is obscure in at leastdhre
dimensions: (1) ends, (2) means and (3) effectelCR005, p. 75). First, in terms of ends, meanives

or aim, while piracy is usually driven by financggin maritime terrorism do so to achieve certaiitipal
motivations (Herbert-Burns, 2004, p. 30). Howeverrorist groups may conduct operations at sea for
the promise of reward in order to fund their politiends through piracy but in a strategic viewetnain
terrorists. Moreover, aims affects the choise ajdts and while terrorists choose ships with a sfimb
value, with higher causalties or for a potentiad as a weapon, pirates choose vessels accordihgito
value and vulnerability (Nelson, 2012). Secondiyterms of means, pirates are generally assoamthd
and make use of simple and basic tactics and dijmsiwhile terrorists are associated with more
sophisticated tactics and capabilities (HerbertiBu2004, p. 32). Thirdly, in terms of effectsroeists
usually try to achieve a strategic effect in a mgiabal field in terms of objectives and simultansly
seek attention and publicity, while pirates tramtiaillly confined themselves to the tactical lewvek more
local-regional field, trying to avoid attention €kbert-Burns, 2004; Chew, 2005, p. 75; Nelson, 2012
24). To conclude, piracy and terrorism are notdisarete dimensions but they present a complexyira
terrorism continuum, as shown in the Diagram 1 (Gh2005, p. 75). The grey zone is the “nexus”
between piracy and maritime terrorism where ceigaoups operate.

Means /— i’irag-lemgn‘sm ,
A : grey zone (‘nexus’)
Serions ’_j\
Advanced effect [ TT]?
tactics / GAM/ASG
capabilities Criminal J/
Syndicates : Catastrophic
| effect
- e
I Serious
Small- | effect
. time :
Basic pirates I
tactics / |
capabilities Moderate I
effect :
. » Ends
Private Limited Regional /
Ends Political Global
Political

Diagram A.1 2D Piracy - Terrorism Continuum (Source: Chew, 2005:75)
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Appendix B

Table B.1 High Profile Maritime Terrorist Incidents, 1961-2004 (Source: Greenberg, Chalk, Willis, Khilko & Ortiz, 2006)

Incident

Group

Deaths

Remarks

Hijacking of Santa Marid
(1961)

Portuguese and
rebels

Spanish N/A

The Santa Maria, a 21,000-ton cruise ship owme€ompanhia Colonial of Lisbon, was hijacked tyraup of 70
men led by Captain Henriques Galvao (a Portuguekicpl exile) to bring global attention to thetedo Novo in
Portugal and related fascist regime in Spain. Tésse&l was on a holiday cruise in the southern BGeaib and its
more than 600 passengers were held for 11 dayseb€falvao formally surrendered to the Brazilianyakhe
incident constitutes the first modern-day hijackes.

Cole (2000)

Use of a Cypriot- registered Provisional Irish Republican  N/A Claudia was intercepted by the Irish Navy wtateempting to land a consignment of weapons irgdrfdr PIRA.

coaster, Claudia, to transpqriArmy (PIRA) On board were five tons of munitions that includ&® Soviet-made assault rifles, pistols, minesnages, and

weapons to Ireland (1973) explosives. The vessel was owned by Gunther Lesdgraa West German arms trafficker, which saidhR® had
given him a “shopping list” of required materieldatinat the “order” had been filled by Libya.

Hijacking of Achille Lauro| Palestine Liberation Front 1 Cruise ship hijacked in an attempt to coercadlease of 50 Palestinians being held in Israet. @drpetrators wer:

(1985) (PLF) eventually detained in Sicily. Person killed wa®heling-hoffer, a German, wheelchair-bound touyngho was
captured by the world’s media as he was pushedoused.

Targeting of cruise ships onAl-Gama’a allslamiyya N/A The group targeted atskefour cruise ships during these two years as gfaits general effort to undermine th

the Nile River (1992—-1994) Egyptian tourist sector (a key contributor to tloermtry’s economy).

Hijacking of a Turkish| Chechen rebels N/A Nine rebel gunmen held 255 pagsse hostage for four days during which they tiereed to blow up the capture

passenger ferry in the Blagk ferry in order to bring international attentionttee Chechen cause; the abductors eventually shiéedessel back

Sea (1996) to Istanbul where they surrendered.

Suicide bombing of the USE Al Qaeda 19 The bombing took place while the Cads vefueling at the Yemeni port of Aden. The agsaublved 600 pounds

of C4 explosive that was packed into the hull ebiide attack skiff. Those killed were 17 U.Sl@si 2 terrorists.

]

In addition to the 17 sailors who were killed, drest39 were injured.
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Incident Group Deaths Remarks
Suicide bombing of the M/\{ Al Qaeda 3 The attack involved a small, fiberglbest packed with 100-200 kg of TNT rammed into téneker as it wag
Limburg (2002) preparing to take on a pilot-assisted approachad®sh Shihr Terminal off the coast of Yemen. Thmtkurg was
lifting 297,000 barrels of crude at the time of thteike, an estimated 50,000 of which spilled itie waters
surrounding the stricken vessel. Those killed vieceewman and 2 terrorists.
Use of Karine A to transport Palestinian Authority (PA) N/A Karine A, a 4,000atdreighter, was seized in the Red Sea on Janua?P®. The vessel was carrying a wi
weapons for anti-Israelj assortment of Russian and Iranian arms, includiatyi&ha rockets (with a 20-kilometer range), ankitaissiles
strikes (2002) (LAW and Sagger), long-range mortar bombs, mineiges rifles, ammunition, and more than two tonshigth
explosives. The US$100 million weapon consignmess linked directly to Yasir Arafat and was allegetti be
used for attacks against Jewish targets in Isretlze Occupied Territories.
Hijacking of the M/V| Gerakan Aceh Merdeka N/A This is one of the few instances where GAM Hasctly claimed responsibility for a maritime atta The group
Penrider, a fully laden (GAM) took three hostages (the master, chief enginedrsecond engineer), who were eventually released @&f$52,000
shipping fuel oil tanker from ransom was paid.
Singapore to Penang in
northern Malaysia (2003)
Use of the Abu Hassan, gnLebanese Hezbollah N/A The Egyptian owner of taevker was recruited by Hezbollah and trained sjedif to carry out maritime suppo
Egyptian- registered fishing missions. The vessel, which Israeli naval commaimttescepted 35 nautical miles off Rosh Hanikrarritaifa, was
trawler, to transport weapors being used to ferry a complex weapon and logistiessignment, consisting of fuses for 122mm Qassankets,
and training manuals to assist electronic time-delay fuses, a training video farrging out suicide strikes, and two sets of CD-R&ddntaining
militant strikes in Israel detailed bomb-making information.
Attacks against the Khawr Al Jamaat al-Tawhid 3 The attacks were claimed byaedj@wi as a follow-up to the 2000 Cole and 2002HLing strikes (using the san
Amaya oil terminal small-craft, suicide modality) and appeared to &g pf an overall strategy of destabilization iadr(the terminals
(KAAOT) and Al Basrah oll were shut down for two days, costing nearly US$40anm in lost revenues).
terminal  (ABOT), Iraq
(2004)
Bombing of the Philipping Abu Sayyaf Group (ASG) 116 Attack involved 20 sticks of dynamite that wptanted in a hollowed-out television set. The baraboff a fire that
SuperFerry 14 (2004) combined with elements quickly spread throughout the ship due to the Eickn effective internal sprinkler system. Of tHeb5 ¥atalities, 63
from Jemaah Islamiyah (J1) have been identified (at the time of writing) ar&rBmain unaccounted for. The incident has begstlias the mos]
and the Rajah Soliaman destructive act of terrorism in maritime historydahe fourth most serious international incidentesi Septembe
Revolutionary  Movemen 11, 2001.
(RSRM)g
Suicide attack against theHamas, al-Aqsa Martyr's 10 The attack took place at Ashdod, one of Isrdrisiest seaports, and involved two Palestiniacideibombers frorm
Port of Ashdod, Israel (2004) Brigade Hamas and the al-Agsa Martyr's Brigade. The pegpets had apparently been smuggled to the terrmisale a

commercial container four hours before the opemaBmme speculation remains that al Qaeda assittetbgistics

of the strike.

53



Appendix C

Definitions

Technigues of Cyber-Attacks

Social EngineeringA non-technical technique used by potential cyditaickers to manipulate insider
individuals into breaking security procedures, naltyy but not exclusively, through interaction giacial
media.

Phishing Sending emails to a large number of potentiaets asking for particular pieces of sensitive
or confidential information. Such an email may aksguest that an individual visits a fake websg#img
a hyperlink included in the email.

Mirrored Website / Water Holingestablishing a fake website or compromising augen website in
order to exploit visitors.

Malicious Code / Ransomwargalware which encrypts data on systems until gimh as the distributor
decrypts the information.
Scanning Attacking large portions of the Internet at rando

Spear-PhishingSimilar to phishing but the individuals are taegkwith personal emails, often containing
malicious software or links that automatically déead malicious software.

Deploying BotnetsBotnets are used to deliver Distributed Deniagbefvice (DDoS) attacks.

Subverting the Supply Chaiattacking a company or ship by compromising emqmept or software being
delivered to the company or ship.

Stages of a Cyber-Attack

Survey / Reconnaissané@pen/public sources used to gain information abawompany, ship or seafarer
which can be used to prepare for a cyber-attackiabmedia, technical forums and hidden propeities
websites, documents and publications may be usedetatify technical, procedural and physical
vulnerabilities. The use of open/public sources rhaycomplemented by monitoring the actual data
flowing into and from a company or a ship.
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Delivery. Attackers may attempt to access company andssisiigms and data. This may be done from
either within the company or ship or remotely tlglouconnectivity with the internet. Examples of
methods used to obtain access include:

Company online services, including cargo or camsignt tracking systems
Sending emails containing malicious files or linsnalicious websites to seafarers

Providing infected removable media, for examplepas of a software update to an onboard
system, and

Creating false or misleading websites which eragethe disclosure of user account information
by seafarers.

Breach The extent to which an attacker can breach a eompr ship system will depend on the
significance of the vulnerability found by an akacand the method chosen to deliver an attaskaduld
be noted that a breach might not result in anyals/ichanges to the status of the equipment. Depgndi
on the significance of the breach, an attacker beagble to:

Make changes that affect the system’s operatmmeftample interrupting the display of chart
information on ECDIS

Gain access to commercially sensitive data suaaag manifests and/or crew and passenger
lists

Achieve full control of a system, for example acmiaery management system.

Affect The motivation and objectives of the attacket determine what affect they have on the company
or ship system and data. An attacker may explas®B)s, expand access and/or ensure that theylare ab
to return to the system in order to:

Access commercially sensitive or confidential dat@ut cargo, crew and passengers to which
they would otherwise not have access

Manipulate crew or passenger lists, or cargo meatdf This may be used to allow the fraudulent
transport of illegal cargo

Disrupt normal operation of the company and skgtesns, for example by deleting critical pre-
arrival information or overloading company systems.

Onboard Systems

Cargo Management Systeni¥gital systems used for the management and abatrcargo, including
hazardous cargo, may interface with a variety steays ashore. Such systems may include shipment-
tracking tools available to shippers via the ingtrrinterfaces of this kind make cargo management
systems and data in cargo manifests vulnerablgltereattacks.

Cargo Control Room (CCR) and its equipment
Level Indication System

Valve Remote Control System

Water Ingress Alarm System

Ballast Water Systems

Gas liquefaction.
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Bridge Systemgd he increasing use of digital, networked navigasystems, with interfaces to shore side
networks for update and provision of services, makeh systems vulnerable to cyber-attacks. Bridge
systems that are not connected to other networkdmaqually vulnerable, as removable media aenoft
used to update such systems from other controledcontrolled networks. A cyber incident can egten
to service denial or manipulation, and thereforey rm#fect all systems associated with navigation,
including ECDIS, GNSS, AlS, VDR and Radar/ARPA.

Positioning systems (GPS, etc.)

Electronic Chart Display Information System (ECDIS

Dynamic Positioning (DP) systems

Systems that interface with electronic navigasgstems and propulsion/maneuvering systems
Automatic Identification System (AIS)

Global Maritime Distress and Safety System (GMDSS)

Radar equipment

Voyage Data Recorders (VDRS)

Other monitoring and data collection systems.

Propulsion and Machinery Management and Power QinBystemsThe use of digital systems to
monitor and control onboard machinery, propulsiod steering make such systems vulnerable to cyber-
attacks. The vulnerability of such systems canease when they are used in conjunction with remote
condition-based monitoring and/or are integrateth wiavigation and communications equipment on
ships using integrated bridge systems.

Engine governor

Power management
Integrated control system
Alarm system

Emergency response system.

Access Control SysteniSigital systems used to support access contrehgure physical security and
safety of a ship and its cargo, including survatk, shipboard security alarm, and electronic ‘@ansl-
on-board” systems.

Surveillance systems such as CCTV network
Bridge Navigational Watch Alarm System (BNWAS)
Shipboard Security Alarm Systems (SSAS)
Electronic “personnel-on-board” systems.

Passenger Servicing and Management SystBigial systems used for property management;ding
and access control may hold valuable passengé¢ededata.

Property Management System (PMS)
Medical records

Ship passenger/seafarer boarding access systems
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Infrastructure support systems like Domain Namingystem (DNS) and user
authentication/authorization systems.

Passenger Facing Public Networksixed or wireless networks connected to the imgeinstalled on
board for the benefit of passengers, for exampésgantertainmerstystems. These systems should be
considered as uncontrolled and should not be coeti¢c any safety critical system on board.

Passenger Wi-Fi or LAN internet access
Guest entertainment systems
Communication.

Administrative and Crew Welfare Systei@sboard computer networks used for administratibthe

ship or the welfare of the crew are particularlynasable when they provide internet access andlemai
They can be exploited by cyber attackers to gagess to onboard systems and data. These systems
should be considered uncontrolled and should nobbeected to any safety critical system on board.

Administrative systems
Crew Wi-Fi or LAN internet access, for example wehseafarers can connect their own devises.

Communication Systemg\vailability of internet connectivity via satdli and/or other wireless
communication can increase the vulnerability opshiThe cyber defense mechanisms implemented by
the service provider should be carefully considdmeidshould not be solely relied upon to secureyeve
shipboard systems and data.

Satellite communication equipment
Voice Over Internet Protocols (VOIP) equipment
Wireless networks (WLANS)

Public address and general alarm systems.

(All the above definitions retrieved from BIMCO, @, ICS, INTERCARGO, & INTERTANKO, 2016)
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Vulnerable Satellite Equipment

Table C.1 Vulnerable Satellite Equipment (Source: I0Active, 2014, p. 7)

Product Vulnerability Class Serviceo Severity
] . Hardeoded Credentials
S Undocumented Protocols BEAN Criticad
RF-TA00-VUO24 Insecure Protocols
RF-7300-DU024 Backdoors
i Hardeoded Credentials
\* ® = o |Undocumented Protocols | BGAN Critical
. i B | incecure Protocols BGAN MM
B201/8202/84 50/8502 Backdoors
Hardeoded Credentials
"‘/‘ Insecure Protocols Thuraya Critica
Undocumented Protocods | Broadband
ThurayalP Backdoors
- iy ]: I} ! Weak Password Resat o Critical
b Tt Wy Insecure Protocols o
EXPLORER (afl versions)
— Weak Password Rieset ”
-y Insecure Protocols VSAT Critical
Hardcoded Credentials
SAILOR BOO VSAT
A Backdoors
.‘I Weak Password Reset | SwiltBroadband | il
5 Insecure Profocols Classic Aero
Hardeoded credentials
AVIATCR 700 (E/D)
"" Weak Password Reset B Critical
-E"J.r Insecure Protocols.
SAILOR FB 150/250/500
- Insecure Protocols
Critical
ﬂ ' Harccoded Credentials | "7 oot
SALOR 6000 Series
Hardcoded Credentials
Insecure Protocols P Criticat
Undocumented Protocols
Backdoors
- .
Hardcoded Credentials Iridium Critical
-y Undocumented Protocols
Pilet{CpenPort
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Appendix D

Threat Scenarios List

The list includes some identified threats. Alsduded is a rating of the probability of the eveatarring
(P) and its impact (), should the event occur.rBate coded on a scale of 1 to 5, five being more
probable/higher impact.

Table D.1 Threat Scenario List

# Event P| I| RV
1 | Attack ship’s navigation systems and cause ahdraport: Thisisg 1l |2 | 2
scenario where the ship thinks it is in a positmcording to latitude
and longitude that is false. It could cause a siolfi, but that is not
highly probable.
2 | Attack ship’s navigation systems and cause éhdraa terminal: This1l | 2 | 2
is a scenario where the ship think it is in a posiaccording to latitude
and longitude that is false. It could cause a siolfi, but that is not
highly probable.
3 | Attack ship’s navigation systems to use it to @mother ship in port,2 | 4 | 8
cause traffic jam. If the one which is rammed cagyDMC, could
cause a serious explosion.

4 | Attack ship’s navigation systems, one carrying ID/Mvhich explodes 2 | 5 | 10
as rammed into another ship in port, to cause féictfam in port.
Depending on the size and the amount of WMD itiesyithe damag
could be significant.

5 | Attack cruise ship’s navigation systems and caaserash. The3 |5 | 15
destruction could cause mass casualties.
6 | WMD/DMC in container explodes remotely, sinkspsht entrance top2 | 5 | 10
port: The damages from such a scenario varies frannto port.
7 | WMD/DMC in container explodes remotely, sinkspsht entrance to2 | 5 | 10
port: This scenario has the objective of destroyarminal facilities.
8 | Attack ship’s access control systems. Missiledifrom one shiptothel |5 | 5
port.
9 | Attack ship’s access control systems. Missiledifrom one shiptol |5 | 5
another in port.
10 | Attack ship’s bridge systems of an oil tanker, eao# spill. The spilll 3 | 4 | 12
caused could be disastrous, taking many days male and closing
down a harbor.
11 | Cyber-attack to disrupt vessel traffic service,giloly stop port traffic| 4 | 2 | 8
Easily to be executed, but without great damage.
12 | Cyber-attack to disrupt terminal operating systeBasily to bef4 | 2 | 8
executed, but without great damage.
13 | Cyber-attack to disrupt cargo management systemsg§le weapons,5 | 3 | 15
explosive devices and terrorists in containers ttack from within
terminal. The destructiveness of this scenario dépen the amount
and the type of weapons that are smuggled.
14 | Attack ship’s or ports’ passenger servicing and agaments systems4 | 4 | 16
to allow terrorists in, as port security inspectieam. Unlimited access
to terrorists anywhere on the terminal and surrindessels. The
might smuggle in an explosive device and/or weapons

D
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